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Data leakage incidents
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Cathay Pacific Says 9.4 Million Affected by
Data Breach
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Hong Kong-based airline Cathay Pacific says the personal details of 9.4 million passengers
were inappropriately accessed in March, a breach that was confirmed by the company in
early May but only publicly revealed on Wednesday.
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Security surveys

= More and more surveys show that Insider Threats are the
top source of security incidents

— B559% (Insiders) VS 45% (Outsiders)

= Insider breach should be

Malicious higher than 55%
(insiders)

External Attacks
(outsiders) = Because it is not easy to

discover insider copies
information to external
devices

Data From “IBM 2015 Cyber Security Intelligence Index” and the “IBM X-Force Threat Intelligence Quarterly - 2Q 2015.”
Source: https://securityintelligence.com/the-threat-is-coming-from-inside-the-network/
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Security challenges

Companies must allow
users to access and
share sensitive
information, but they
often lack knowledge
about how users utilize
the data or if it is being
misused

= Windows log is NOT readable. Administrators cannot use it to
trace what users did
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Security challenges

= To fulfill internal audit
requirements and
adhere to guidelines
for data security, it is
challenging to find a
straightforward
solution for file logging

= Look for proactive system alert that detects abnormal user
behaviors
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Curtain LogTrace - FREE!

Curtain LogTrace logs file
activities, including creating,
copying, moving, printing,
deleting, renaming, saving, and
closing files.

File Activity Transparency
at Your Fingertips!
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Central audit log

= Central audit log
is available in
Policy server. It
logs file
activities

= For File Copy
event, it shows
destination type.
So, admin can
generate report
for file copying
to USB devices
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I - Audit Trail =
Client Log Copy-out Form Log Administrator Log
Database
Type SQlite Backup
Searching Criteria
From: i2023/12/18 B+ ‘ Users: Advanced...
To: |2023/12/18 kg ‘ Workstations: Clear
Search
Keywords: Events:
Files: Results:
Records Per Page: 1000 Application Type:
Target File Storage Type:
Results
Date/Time User Event Application Type Target File St... Result  Description
(#2023-12-18 18:17:10 wan_f Dpen File  Protected Application - Success Application [Notepad] open fil I
#2023-12-18 18:08:39 wan_f  Rename Normal Application - Success Rename file [C:\Coworkshop\
\")2023-12-18 18:08:27 wan_f Move Normal Application Non-Removable ... Success Move file [C:\Users\wan_f\Do
@2023-12-18 17:52:47 wan_f  Rename Normal Application - Success Rename file [C:\Coworkshop\
@2023-12-18 17:52:42 wan_f Rename Normal Application - Success Rename file [C:\Coworkshop\
(#2023-12-18 17:52:11 wan_f  Rename Normal Application - Success Rename file [C:\Coworkshop\
@2023-12-18 17:51:52 wan_f  Copy Normal Application ~ Non-Removable ... Success Copy file [C:\Coworkshop\BU$
@2023-12-18 16:08:37 wan_f Delete Normal Application - Success Delete file [C:\Users\wan_f\0O
Found 77 record(s) 1/ 1 Go to: 1
Print... Export... Script Audit chart

Close(C)
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Print log

= LogTrace can log below
information for print
aCtIVItIeS. —Basic

Date 12011-04-13
Time i18:14:29

( Print ﬁ 1

- Date / Time
- User / Workstation Workstation | Shaobin

Event l Print

User !Administratnr

- Result (Allow, Deny, etc)

Result !Alluw

- Application i
= itional
¢ Pr|nter Application: iC.:‘l.Winduws‘l.SystemBEENDtepad_exe

File: !xml_txt - Motepad - (Protected by Curtain e-locker)

- Filename / Title

Mo. of Pages: !42

. NO_ Of Pages Printer: EShanhinF‘

« Snapshot of printouts

— Snapshot
FPage 1
Page 2
Page 3
FPage 4
Page 5
Page 6 i
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File Activities log

Create, Copy, Move, Print,
Delete, Rename, Save,
Close files

Report for copying files
to USB / insert USB

Default Policy

Settings System Policy Applications Local Settings ScreenWatermark File Log  Advanced Settings

This setting is only applicable to Non-Protected files. By default, file activities
for protected files must be logged.

Log File Operations

File Log

Please selectthe operation to be logged.

File Operation

[] New
Copy
[ ] Move

[ ] Delete
[ ] Rename

[ ] Print

Application Log

Please selectthe operation to be logged.

Application Operation

[ ] Open
[ ] save

[ ] Save as

[ ] Close

Operation logs are only available for the following applications.

Application List

Apply
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Basic components

= Curtain Lite Client "'

When administrators want to log file
activities in user's computers,
Curtain Lite Client must be installed

in those computers.

= Curtain Lite Admin L
Curtain Lite Admin is mainly for
administrators to define Curtain
control policies centrally. In general,
only one Curtain Lite Admin is
needed in a company.
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System requirements

Curtain Lite Client L=
= Intel Pentium or above processor

= WinXP/Vista/Server 2003 (32-bit)

= Win7/Win8/Win10/Winl11/Server
2008/2012/2016/2019/2022 (32/64-bit)

= 256MB RAM
= 200MB Hard Disk (in NTFS)
= TCP/IP network

-

Curtain Lite Admin K-
= Intel Pentium or above processor

= WinXP/Vista/Server 2003 (32-bit)

= Win7/Win8/Winl10/Winl11/Server
2008/2012/2016/2019/2022 (32/64-bit)

= 256MB RAM
= 200MB Hard Disk (in NTFS)
= TCP/IP network
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Product comparison

Curtain LogTrace - FREE

Curtain LogTrace - Paid version

Price

FREE

contact us

Objective

File Activity Monitoring

File Activity Monitoring

File / Print log

« File log

- New

- Copy

- Move

- Delete

o N N N N

- Rename

- Print

« Application log

- Open

- Save

- Save as

- Close

Support MS SQL and MySQL

Technical support

Software updates

S B O T T S N N (LN I N BN BN N N N
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Awards “IT Excellence Award”

72 IT Excellence Awards (sve)

(Product Category)

J "~ EXCELLENCE
! ! AWARDS

T I—I IT Excellence Awards  IT Excellence Awards|{SMEs)

IT Excellence Awards (Post Secondary)

D : Curtain™ e-locker - File Fight
b et Management System
Submitted by Cowarkshop Saltions Lid

Curtain™ e-locker iz a File Rights Management
zvetem that prevents sensitive files from
leaking out of an arganization. Curtain™
e-locker allovws users to access and edit such

files by uzing native software such as MS - - ASia FinaIiSt in the BeSt Security
Wiard, M= E:*xcn::_el, .&utu:n!:.ﬂ-.D and Snliwnrks bt ) S Of the GSC 2010

prevents printing, saving a=, or sending the
files to external sources such as floppies, USH

disk, CD-RFVY ar Internet mail. GLOBAL SECURITY
CHALLENGE

Wy L LA

9 | Awards & Quality Certificates

Y Risi \ |’ Great User \0
RISLS&"\'{ \l Experience \{

"\20 7 Award /’ X 2o Award,"

Awarded by FinancesOnli Awarded by FinancesO

Juidges’ Comments

"&nirteresting software solution, allowing files to be uploaded anly
back to the zerver or document management system they were
diawvynloaded from."
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Partners

Over 100 resellers and partners around the world

Microsoft = Seminars and
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Exhibitions

This certifies that

" Coworkshep Solutions

has successfully qualifies

. €1SOOBN

as a pariner of

" iy
YT

CERTIFIED
Solution
Partner

Cowarkshop Solutioas Limited

tified for a solution that is buili on Express

1l

Savio Ng
Executive, Business P4
1BM ChinafHong Kong

p)
2S SOLIDWORKS

= SOLIDWORKS
Solution Partner
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About Coworkshop

= Coworkshop was established
in 2001.

= Office in Hong Kong and
ShenZhen

= Awarded in 2001 by Hong
Kong Science and Technology
Parks (HKSTP) to be a
member of the Incu-Tech
Program.

= Supported by the Hong Kong
Government - Innovation and
Technology Fund in the years
of 2003 and 2004.
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Conclusion

Sensitive information can be leaked
out of the company without your
knowledge. When you know the
leakage, it is already too late.

Qlﬂ"ﬁ Let’s protect your
;\ﬁi{-‘ valuable information!!!
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Thank You

coworkshop.com



