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1 - Introduction

1.1 - Challenge of tracing user's file activities

In the daily work environment, companies often need to authorize their employees to access and use sensitive
company data. However, most companies lack visibility into how their employees are actually utilizing this data,
and whether any misuse is occurring.

At the same time, companies have to meet internal audit requirements and comply with various data security
regulations and policies. This creates a need for the IT department to find ways to effectively monitor and record
how employees are accessing and using the company's data resources.

Additionally, management is seeking proactive security alerts that can detect abnormal user behavior, allowing
them to take immediate action to minimize potential risks and damages to the organization.

While Windows does have built-in logging capabilities, these logs can be difficult to read and interpret.
Furthermore, the logs are stored locally on individual user machines, making it challenging for administrators to
centrally review and analyze user activity records.

There are enterprise-grade solutions like SIEM (Security Information and Event Management) systems that
provide comprehensive user activity monitoring and reporting. However, these sophisticated tools can be
cost-prohibitive, especially for small to medium-sized businesses.

The key security challenge lies in finding a simple, user-friendly and cost-effective logging solution that can satisfy
the company's requirements for visibility into employee file activities, compliance reporting, and proactive
security monitoring - all within a centralized platform accessible to IT and management.

1.2 - What is the purpose of Curtain LogTrace?

Curtain LogTrace provides IT system administrators with a simple, easy-to-use, and cost-effective logging
solution. LogTrace can record various file operations performed by users, such as creating, copying,
moving, deleting, renaming, printing, opening, closing, and saving files. For copy and move operations, the
software also records the source and destination paths, as well as the disk type, allowing administrators to
generate reports specifically for files copied to USB devices.

The log records are automatically uploaded from the user's computer to the central management console,
enabling administrators to filter the records based on different criteria and view the user's activities from
various perspectives. For large enterprises, the software offers features like AD system integration,
password management, anti-uninstallation protection, support for large-scale databases, and MSI-based
bulk installation.

The software comes in both Free version and Paid version. The free version provides excellent basic
functionality, capable of recording the majority of user file operations. The paid version offers more
comprehensive logging capabilities and supports additional enterprise-level features, such as AD system
integration and MSI-based bulk installation. The price of the paid version is very reasonable, possibly only a
tenth of the cost of a SIEM solution, but it still provides excellent logging capabilities.
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1.3 - Components of Curtain LogTrace

There are 2 basic components of Curtain LogTrace:
e  Curtain Lite Client
e  Curtain Lite Admin (for the machine having Curtain Lite Admin, we call it Curtain Policy Server)

Curtain Lite Client:
When administrators want to trace user's file activities, Curtain Lite Client must be installed in user's
computers.

Curtain Lite Admin:
Curtain Lite Admin is mainly for administrators to define Curtain control policies centrally. In general, only
one Curtain Lite Admin is needed in a company.

PS.

- Curtain Lite Admin can be installed on physical machine or virtual machine (VM).

- For standalone computer, Curtain Lite Admin and Client can be installed on the same machine. It is
recommended to enable password protection for Curtain Lite Admin for preventing users to change
control policy.

2 - Preparation before Installation

2.1 - High-level Installation Plan

Preparation:
e  Which computers do you want to trace user's file activities?
e  What kind of user's file activities do you want to log (e.g. create file, delete file, copy file, etc)?
e Which server will act as Curtain Policy server (i.e. Curtain Lite Admin will be installed on that
server)?
e Do you want to integrate Curtain LogTrace with Active Directory (so that control policy can be
granted to AD user/user group)?

High-level installation plan:

1. Install Curtain Lite Admin

2. Install Curtain Lite Client on user's workstations

3. Activate Curtain LogTrace (for Paid version)

4. Create and configure control policy groups in Curtain Lite Admin

5. Connect with Active Directory for collecting user information, if you prefer to grant control policy by
user/user-group

6. Assign workstations/users to different policy groups

7.Done

Related FAQs:

FAQO0357 - What are the basic components of Curtain LogTrace?
FAQO0359 - How to activate Curtain LogTrace?

FAQO0361 - How to configure Control Policy Group for Curtain LogTrace?
FAQOO0363 - How to grant control policy by user/user group?
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2.2 - System Requirements of Curtain MonGuard and Curtain LogTrace

System Requirements of Curtain Lite Admin and Client:

1.6 GHz or faster, 2-core; 2 GHz or greater recommended
2GB RAM (Recommended 8GB RAM)

2GB Hard Disk (in NTFS) for installation

TCP/IP network
TCP Port 24821 and 24822 are opened for communication (Note: if firewall exists in the network,

please make sure these two communication ports are not disabled)
e  For 64-bit OS, MSXML 4 or 6 is required (It can be download from Microsoft website)

P.S.: Curtain Lite program includes features of Curtain MonGuard and Curtain LogTrace

Operating System
XP

Win Server 2003
Win Server 2003 R2
Vista

Win Server 2008
Win Server 2008 R2
Win 7

Win 8

Win 8.1

Win Server 2012
Win Server 2012 R2
Win 10

Win Server 2016
Win Server 2019
Win 11

Win Server 2022

32-bit
Supported
Supported
Supported
Supported
Supported
Supported
Supported
Supported
Supported
\

\
Supported

— -

64-bit

Not Supported

Not Supported

Not Supported

Not Supported

Must have SP2 installed

Must have SP1 & KB3033929 installed
Must have SP1 & KB3033929 installed
Supported

Supported

Supported

Supported

Supported

Supported

Supported

Supported

Supported

2.3 - Open Port 24821 and 24822 for Curtain Lite Admin

If Windows Firewall is enabled, please open port 24821 for Curtain Lite Admin and Curtain Lite Client.

For Windows 2008/2012/2016/2019/2022/Vista/Win 7/Win 8/Win 10/Win 11, please add the rules for
Curtain Lite Admin as below:

inbound rule of 24821 port of TCP
inbound rule of 24821 port of UDP
outbound rule of 24822 port of TCP
outbound rule of 24822 port of UDP

For Windows 2003 and XP, set the port exception as below:

24821 port of TCP
24821 port of UDP
24822 port of TCP
24822 port of UDP

For Windows 2008/2012/2016/2019/2022/Vista/Win 7/Win 8/Win 10/Win 11, please add the rules for
Curtain Lite Client as below:

e  outbound rules of 24821 port of TCP
outbound rules of 24821 port of UDP
inbound rules of 24822 port of TCP
inbound rules of 24822 port of UDP

For Windows 2003 and XP, set the port exception as below:

24821 port of TCP
24821 port of UDP
24822 port of TCP
24822 port of UDP
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Steps to add rules for Windows 2008/2012/2016/2019/2022/Vista/Win 7/Win 8/Win 10/Win 11:
1. Select "My Computer" and right click to select "Manage"
Then, Server Manager will be shown.

2. In Server Manager, select "Inbound Rules" as below picture and right click to select "New Rule..."

E:r: Server Manager

File Action View Help

&= 7= HE
i& Server Manager (Ma4W 2KE)

[ _':3: » Roles

= ﬁ Features

[# Diagnostics :
=l % Configuration '
& {5) Task Scheduler
[= Windows Firewall with Advanced Sec

SR Tee—] |
B3 Ortoonr .,

fa Connectio  Fjter by Profile
& B Monitorine  Fjper by State

- ow

£k Services Filter by Group ¥ |/
&5 WMI Control .;
= 23 Storage View o

{@5 Windows Sery

{
i=¢ Disk Manager Heie

Export List...

Help
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3. New Inbound Rule Wizard is shown as below, choose Port and click Next.

[ Mew Inbound Rule Wizard L =

' Rule Type
i
- Select the type of firewall rule to create.

] Steps:

| e Vhat type of rule would you ke to create?
i & Protocol and Ports
'@ Action " Program
r @ Profie Rule that controls connections for a program.
@ Mame * Port
Rule that controls connections fora TCP or UDP port.
" Predefined:
Active Directony Domain Services _ll

Rule that controlz connections for a Windows experience.

= Custom
Cusgtom rule.

Leam more about nle tvpes

wHark Mexd = Cancel
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4. This rule applies to TCP and enter "24821" in Specific local ports, and click Next.

r % New In d Rule Wizard
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5. Select "Allow the connection", and click Next.

“* New Inbound Rule Wizard

Action

e,

Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:

I » Fule Type What action should be taken when a connection matches the specified conditions?

# Protocol and Ports
{+' - Allow the connection

oy w0

- Do Thig includes connections that are protected with IPzec as well as those are not.
@ Profile }

" Allow the connection if it is secure
& Name

Thiz includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in [Psec properties and rules in the Connection: Security
Rule node.

" Block the connection

e

Leam more about actions

| <Back || MNew> Cancel

TTH
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6. Check all as shown below (i.e. "Domain", "Private", and "Public") and click Next.

I * Mew Inbound Rule Wizard E.: .5]

Profile

Specify the profiles for which this rule applies.

| —

Steps:
i » Fule Type When does this rule apphe?
3 @ Protocol and Ports
" @& Action ¥ Domain
: g Dk Applies when a compiter is connected ta its coporate domain.

@ Mame ¥ Private
Applies when a computer is connected to a private netwarlc location.

¥ Public
Applies when a computer is connected te a public network location.

e g TR

Leam more about profiles

| cBack || Net> Caneel

L__ros
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7. Enter "curtain” for the name of this rule, and click Finish.




Curtain LogTrace Installation Guide

8. A new inbound rule named "curtain" is created successfully.

Fle Action View Help
o7z = BB

_5:}_- Roles = P—
g:i Features TALITTT =13 (TR W :
{#m Diagnostics . BG1 New Rule...
= _fl Configuration m :
EJU .-T_:} Task Scheduler @'Acﬁve Directory Domain Con... Active Directory...  all ST Filter by Profile
=l % Windaws Eirewall with Advanced Sec '@ Active Directory Domain Con... Active Directory... Al _|| 7 Filter by State

"@' Active Directory Domain Con,.. Active Directory.., Al ]
@?Acﬁve Directory Domain Con...  Active Directory... Al W Filter by Group
'@Acﬁve Directory Domain Con... Active Directory... Al Wiew

'f_}' Active Directory Domain Can... Active Directory... Al

53 Inbound Rules

&% Cutbound Rules

% Connection Security Rules
# B Monitoring

: ; =4 @ Refresh
% Services '.@.' Active Directory Domain Con... Active Directory,.. Al L
i WMI Control & Active Directory Domain Con... Active Directory... Al {= Ewportlist..

=1 2 Storaoe

[ TR, TSRO P J [ PEENR  SWPI RO all

Please according to the above steps, to add more rules for:

e  inbound rule of 24821 port of UDP
outbound rule of 24822 port of TCP
outbound rule of 24822 port of UDP
outbound rules of 24821 port of TCP (Curtain Lite Client)
outbound rules of 24821 port of UDP (Curtain Lite Client)
inbound rules of 24822 port of TCP (Curtain Lite Client)
inbound rules of 24822 port of UDP (Curtain Lite Client)

P.S. To create outbound rule, select "Outbound Rules" and right click to select "New Rule..."

10



Steps to set Port Exception for Windows 2003 and XP:
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1. Click "Add Port..." button in Control Panel > Windows Firewall > Exceptions

2 Windows Firewall

| IBEI"naraiJI Exceptions | Advanced

WWindows Firewall iz blocking incoming network connections, except for the
programs and services selected below. Adding exceptions allows some programs
to work better but might increase pour secunty risk.

Programs and Services:
Hame Fas !
curkain l
curtain24822

curtain24821

curtain2d4 821

File and Frinter Sharing

Kazpersky Adniniztration Kit
K.azpersky Adniniztration Kit
Kaspersky Administration Kit

MWetwork Diagnostics for Windows <P

Remote Assistance
R Remnte Necktan

K

[ AddPogam.. | [ AddPot. |[  Edt. ][ Delete

Display a natification when Windows Firewall blocks a program

What are the rizks of allowing exceptions?

[ (]9 ” Canicel ]

2. Enter 24821 and select TCP. Then, enter a name for this exception and click OK.

Edit a Port X

|tze these settings to open a port through "Windows Firewall. Tao find the port
number and protocol, consult the documentation for the program or service you
want bause,

Name: |Furtain24821 |

Fart number: | 24821 |

EYTCR (JUDP

Wwhat are the rizks of opening a port?

Chahge scope. .. (i

Please according to the above steps, to add more exceptions for:
e 24821 port of UDP

24822 port of TCP

24822 port of UDP

24821 port of TCP (Curtain Lite Client)

24821 port of UDP (Curtain Lite Client)

24822 port of TCP (Curtain Lite Client)

24822 port of UDP (Curtain Lite Client)

11
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3 - Installation

3.1 - Install Curtain Lite Admin

After you decide which server acts as Curtain Policy server, you should install Curtain Lite Admin on that
server. Here are the steps.

Steps to install Curtain Lite Admin:

1. Copy appropriate Curtain server setup package (e.g. CurtainLiteAdmin_Win32(327400).zip or CurtainLite
Admin_X64(327400).zip) to local hard-disk of the server.

2. Unzip the setup package.

3. Run Curtain server setup program. Make sure that you login Windows with administrator right.
Then, you will be asked to select Language for the installation.

Curtain Administrator - InstallShield Wizard oy

Select the language for the installation from the choices below.

Englizh [United States) W

Chinese [Simplified)
Chinese [Traditional

English [United States)

4. Select a language and click OK.

12
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5. Read License Agreement. If you accept the agreement, select "l accept the terms of the license
agreement” and click Next to continue.

Curtain Administrator - InstallShield Wizard >

License Agreement

Please read the following license agreement carefully

END-USER LICENSE AGREEMENT FOR CURTAIN SOFTWARE

IMFORTANT-READ CAREFULLY: This End-User License Agreement ["ELILA"] is a legal
agreement between you [either an individual or a single entity) and Coworkshop Solutions
Limited for the CURTAIN software that accompanies this EULA, which includes associated
media [*Software”]. An amendment or addendum ta this EULA may accompany the Software.
YOU AGREE TD BE BOUND BY THE TERMS OF THIS EULA BY INSTALLING, COPYING,
OR USING THE SOFTWARE. IFYOU DO NOT AGREE, DO NOT INSTALL, COFY, OR
USE THE SOFTWARE: YOU MAY RETURN IT TO YOUR PLACE OF PURCHASE FOR A
FULL REFUND, IF APPLICABLE.

1. GRANT OF LICENSE. Coworkshop Solutions Limited grants you the following
rights provided that you comply with all terms and conditions of this ELLA:
11 Installation and use. “Y'ou may:

[a] install and use a copy of the Software on one personal computer or other
device; and

(b) install an additional copy of the Software on a second. portable device for the
exclusive use of the primary user of the first copy of the Software.
1.2 Alternative Rights for Storage/Network Use. As an alternative to Section 1.1(a).
you may install a copy of the Software on a network storage device, such as a server
computer, and allow one access device, such as a personal computer, to access and use

O | accept the terms of the license agreement

¥ | do not accept the terms of the license agreement

InstallSfied | <Back l[ Next > | Cancel |

13
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Then, you will be asked to select Curtain components to install.

Select Features

ct the features setup will install

ct the features you want to install, and deselect the features you do not want ta install,

Curtain Adrmin

InstallShicld | N cBack r[ Mext > I N o Cancal .'i

6. By default, "Curtain Admin" is selected. Click Next to continue.
7. Select Destination Folder for the installation, and click Next to continue.
8. Click Install to start the installation.

9. Please reboot the server after the installation.

14
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3.2 - Install Curtain Lite Client

If you want to display watermark on screen in a user's workstation, you should install Curtain Lite Client on
that. Here are the steps.

Steps to install Curtain Lite Client:

1. Copy appropriate Curtain Lite client setup package (e.g. CurtainLiteClient_Win32(327400).zip or
CurtainLiteClient_X64(327400).zip) to local hard-disk of user's workstation.

2. Unzip the setup package.

3. Run Curtain Lite client setup program. Make sure that you login Windows with administrator right.
Then, you will be asked to select Language for the installation.

Curtain Client - InstallShield Wizard oy

Select the language for the installation from the choices below.

Englizh [United States) W

Chinese [Simplified)
Chinese [Traditional

English [United States)

4. Select a language and click OK.

15
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5. Read License Agreement. If you accept the agreement, select "l accept the terms of the license
agreement” and click Next to continue.

Curtain Client - InstallShield Wizard >

License Agreement

Please read the following license agreement carefully

END-USER LICENSE AGREEMENT FOR CURTAIN SOFTWARE

IMFORTANT-READ CAREFULLY: This End-User License Agreement ["ELILA"] is a legal
agreement between you [either an individual or a single entity) and Coworkshop Solutions
Limited for the CURTAIN software that accompanies this EULA, which includes associated
media [*Software”]. An amendment or addendum ta this EULA may accompany the Software.
YOU AGREE TD BE BOUND BY THE TERMS OF THIS EULA BY INSTALLING, COPYING,
OR USING THE SOFTWARE. IFYOU DO NOT AGREE, DO NOT INSTALL, COFY, OR
USE THE SOFTWARE: YOU MAY RETURN IT TO YOUR PLACE OF PURCHASE FOR A
FULL REFUND, IF APPLICABLE.

1. GRANT OF LICENSE. Coworkshop Solutions Limited grants you the following
rights provided that you comply with all terms and conditions of this ELLA:
11 Installation and use. “Y'ou may:

[a] install and use a copy of the Software on one personal computer or other
device; and

(b) install an additional copy of the Software on a second. portable device for the
exclusive use of the primary user of the first copy of the Software.
1.2 Alternative Rights for Storage/Network Use. As an alternative to Section 1.1(a).
you may install a copy of the Software on a network storage device, such as a server
computer, and allow one access device, such as a personal computer, to access and use

O | accept the terms of the license agreement

¥ | do not accept the terms of the license agreement

InstallSfied | <Back l[ Next > | Cancel |

16
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Then, the setup program will check your system environment for the installation, click Next to continue.

InstallShield Wizard *

Results of environment check for the installation:

€ os Windows 10

Communication Port:  Installation requirements are fulfiled

L component: Installation requirements are fulfiled.

Installation reguirements are fulfiled.

Installed Version: Mo Curtain Client installed

17
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6. Enter hostname or IP Address of Curtain Lite Admin (Please make sure that it is entered correctly), and
click Next to continue.

i
=
o
(]
41}
=
i
1
=]
i
=
[+t
L1
=
[4¢]
=)
P
[a1)
=

Server Location

Please enter the machine name [or IP Ad | of the Central Administrator.

InstallShicld | | <Back l[ Next > I | Cancel ]

7. Select Destination Folder for the installation, and click Next to continue.
8. Click Install to start the installation.
9. Reboot the workstation after installing Curtain Lite Client.

P.S. There is no user interface for Curtain Lite Client. You can find it in Windows control panel.

18
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4 - Product Activation

4.1 - Activate Curtain LogTrace

Curtain LogTrace is a shareware. You can download and use the software for free on a trial basis or
commercial use. If you want to log more file events (e.g. print, rename, save, open and close) and some
advanced features, you need to activate the software to paid version.

Steps to activate Curtain LogTrace:
1. In Curtain Lite Admin, select "Help > About Curtain Lite Administrator". Then, the following dialog will
appear.

About Curtain Lite Administrator X

Curtain Lite 5.0

E a Product Name:
-]
Curtain Lite Central Administrator

Build:5.0.3274.14

This is an evaluation copy.
Activate Curfain Lite

Copyright (C) 2004-2023 Coworkshop Solutions Limited

All rights reserved.

2. Click "Activate", you will be asked to do the activation.

Curtain Lite Administrator

The licensed period of your copy of Curtain Lite is expired,
Do you want to re-activate it now?

19
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3. Click Yes to start Product Activation (or click No to skip the Activation).
e Ifitis the first time you activate the software, you will be asked to enter a 25-character Product

Key.
e [fitis the Annual Product Reactivation, please go to Step 5 to continue.

Enter Product Key x

Product Key
Please enter the Product Key of your copy of Curtain Lite.

Registration Information

User Mame:

Organization:

4. Enter Product Key (which is case sensitive) and company information, and click OK to continue. Then, the
following dialog will appear.

Curtain Lite Product Activation *

Product Activation

Step 1: Click "Generate Request...” to create the “Activation Request File™,
Send the file to Coworkshop Solutions Limited

Coworkshop Solutions Limited in order to receive the Confirmation Code file,
dick "Import Confirm File...” to complete the activation process.

Stepl | Generate Requestfile.. |

Step 2 Import Confirm File. .. Ok, Cancel

5. Click "Generate Request file..." button to generate Activation Request File, and send this file to
Coworkshop (registration@coworkshop.com). After receiving your activation request, Coworkshop will
send Confirmation Code file back to you.

6. After receiving Confirmation Code file from Coworkshop, click "Import Confirm File..." button and select
the file. After you click OK, the following message box will appear.

Curtain Lite Administrator >

0 Your copy of Curtain Lite is activated!

Congratulations! Curtain LogTrace has been activated successfully.

20
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5 - Configurations

5.1 - Create Control Policy Group

Administrators can create many Control Policy Groups in Curtain Lite Admin for different
workstations/users. Here is an example of Control Policy Groups for reference.

- Default Policy: for general users, only log File Operations (i.e. New, Copy, Move, Delete, Rename and Print)
- R&D: for R&D team, log both File Operations and Application Operations (i.e. Open, Save, Save As and
Close)

Steps to create Control Policy Group:
1. In Curtain Lite Admin, select "File > New Policy" in the menu. Then you will be asked to enter new Policy
Name.

:‘_« Curtain Lite Administrator

File View Clients Policies Language

New Policy

Save Policies

Backup Policies
Client Patch

Settings
Manage

Export Migration Settings
Import Migration Settings

Exit Curtain Lite Administrator

2. Enter new Policy Name and click OK to confirm.

Mew Policy (%]

Enter new palicy name g

| Cancel |

21
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5.2 - Configure Control Policy Group

Steps to configure Control Policy Group:
1. In Curtain Lite Admin, select a Policy Group and right-click to select "Properties".

E-'_- Curtain Lite Administrator - (Professional Edition)
File View Clients Policies Language Help

I BASTTHFBL X ?

El.j Administrator Manager Client Mame Folicies
-89 Client ¥ DESKTOP-RP6HAIT Default Policy
. 'Y Online (1)

----- ™ Offline (0)

. el Not Protected (1)
=% Policies (2)

..... «

----- 4% Wait for assig

Update Clients

Set as default policy

Rename

Delete

Clone and Create a New Policy

Add User or Group

Properties

22



2. Select "File Log" and enable the "Log File Operations"

Default Policy

Screen Watermark| File Log | Advanced Settings  Applications

| File Log

Please select the operation to be logged.

File Operation

B new
8 Copy
B Move
B Delete
B Rename

B Frint

Applications
Application Log

Please select the operation to be logged.

Application Operation

B8 Open
B save
B savea:

B Close

Operation logs are only available for the following applications.

Application List

There are 2 types of Log operations:
e File Log: Itlogs below operations.
o New
Copy
Move
Delete
Rename
Print

O 0O O0OO0Oo

Curtain LogTrace Installation Guide

e  Application Log : It logs below operations in specific applications (i.e. Adobe Reader, Microsoft

Access, Word, Excel, and PowerPoint)
Open

Save

Save As

Close

O O O O

23
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3. Click the "Application List" to see which applications are supported for logging.

Save
| Save as
P Application List
|| Application Company Na... Software Type

Operation logs are on| Adobe Reader Adobe Office
e | Microsoft Access Microsoft Office
e Microsoft Word Microsoft Office
Microsoft Excel Microsoft Office
Microsoft PowerPoint Microsoft Office

Steps to view the file log:
1. In Curtain Lite Admin, Click the "Audit Trail" button in the toolbar, or select "File > Audit Trail" from the
menu. The "Audit Trail" window will be displayed.

E-;- Curtain Lite Administrator - (Professional Edition)

File View Clients Policies Language Help

IIHE AT

24



2. Select " Client Log ". Input "Searching Criteria" (e.g. Application Type -> normal application) and click

the "Search" button.

K Audit Trail

Client Log | administrator Log

Curtain LogTrace Installation Guide

Database
Type S5QLite Setting
2
Searching Criteria
From: |2024I0?}12 E | Users:
To: |2024I0?}12 B~ | Workstations:
Groups:
Keywords: Events:
Files: 3 Results:
Records Per Page: 1000 Application Type: Mormal Application

Target File Storage Type:

Backup

Advanced...

4 Clear

Results

Date/Time User Waorkstation Event Application Type Target File Storage Type  Result  De
@2024—0?—12 17:16:04 coworker DESKTOP-RPEHBIT Mave Mormal Application Mon-Removable Storage  Success  Mov
@2024—0?—12 17:16:04 coworker DESKTOP-RPGHBIT Maove Mormal Application  Mon-Remowvable Storage  Success  Mov
@2024—0?—12 17:16:04 coworker DESKTOP-RPEHBIT Mave Mormal Application Mon-Removable Storage  Success  Mov
@2024—0?—12 17:16:04 coworker DESKTOP-RPGHBIT Maove Mormal Application  Mon-Remowvable Storage  Success  Mon
@2024—0?—12 17:16:04 coworker DESKTOP-RPEHBIT Move Mormal Application Mon-Removable Storage  Success  Mov
@2024—0?—12 17:15:51 coworker DESKTOP-RPGHBIT Copy Mormal Application Mon-Removable Storage  Success  Cor
@2024—0?—12 17:15:51 coworker DESKTOP-RPEHBIT Mormal Application Mon-Removable Storage  Success  Cop

(T hmAma A= 4m AT A e e

e PR AT

Copy

m—

LY PR [ N T

Pm———
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3. You can double-click on a record to view details.

Groups: Move X
Keywords: Events: —Basic
Date 20240712
Files: Results:
| Time 17:16:04
Records Per Page: 1000 Application Type:  Normal Application User |coworker
Target Fie Storage Type: | workstaon | DESKTOP-RPGHSJT
Event |Mo~fe

Results

Application Type |N0rmal Application
Date/Time User Workstation Event Application Type  Tarme | TargetFile

(3020240712 17:15:04 coworker  DESKTOP-RPGHBIT Move  Normal Application NomR | Siorage Type
@2024—0?—12 17:16:04 coworker  DESKTOP-RPSHBIT  Move Mormal Application  Mon-Rl | Result |Success
HPEHBIT Move Normal Application  Mon-R|
116:04 coworker DESKTOP-RPGHBIT  Move Mormal Application  Non-R|
(3)2024-07-12 17: 16:04 coworker  DESKTOP-RPGHETT  Move Normal Application Non-Ri — Additional
@2024—0?—12 17:15:51 coworker DESKTOP-RPGHBIT  Copy Mormal Application  Mon-Rl Source U Disk |N0
@2024—0?—12 17:15:51 coworker DESKTOP-RP&HBIT Copy Mormal Application  Non-R

‘Non-RemwahIe Storage

(nnna A7 an amoarre o e mEmTAR AReTAT A Moot aocticseo me— nl | Spurce Path |C:‘\Users\coworker‘\Desktop‘\Temp‘\Curtains.U_User_Guide_E
Destination U No
Total Records Count:45, Current Page Records Count:45, Search Time:0. 785econd(s) Disk
< 1.0 2 Destination Path |C:‘\Users‘wcoworker‘\Desktop‘\Temp‘\test

Close |
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5.3 - Set Default Policy

If it is the first time to launch Curtain Lite Admin (after the installation), "Default Policy" is set as default
policy. If a Control Policy Group is set as default policy, all newly installed Curtain Lite Clients will fall into
that Policy Group. A green tick indicates which Policy Group is default policy.

t"_. Curtain MonGuard Administrator

File View Clients Policies Language H

 EEY T

5 Administrator Manager
% Client
¥ Online (1)
= Offline (0)
& Not Protected (1)
<& Policies (2)
W |Default Policy (1)
%% Wait for assignment (0)

There are two built-in Control Policy Groups.
- Default Policy
- Wait for Assignment

When Curtain Lite Clients have been installed in user's workstations, they will connect to Curtain Lite Admin
and apply default policy.

Steps to set a Control Policy Group to default policy:
1. In Curtain Lite Admin, select a Control Policy Group and right-click. Then a menu will be shown.

2. Select "Set as default policy"

“ Policies (2)
¥ Default Policy (0)
RA Y \Wait for assignment (g

Update Clients
Set as default policy

Rename
Delete

Clone and Create a New Policy
Add User or Group

Properties

3. Done
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5.4 - Grant control policy by user/user group

Control policy of Curtain LogTrace can be applied to computer or user/user group. If you prefer to grant
control policy by AD user/user group, you need to connect with AD for importing user information to
Curtain Lite Admin. When the first time Curtain Lite Admin gets a user information, the system will use
default control policy for controlling that user/user group. Administrator needs to assign the user/user
group to appropriate control policy group manually.

To grant control policy by user/user group, please follow steps stated below to enable "Assignment of
User" in Curtain Lite Admin.

Steps for enabling "Assignment of User" in Curtain Lite Admin:
1. Launch Curtain Lite Admin, open File -> Settings -> Assignment of Security Policy.

2. Choose "Assignment of User", and click "OK" button.

Settings >

Settings Password Management LDAP
| Assignment of Security Policy | Advanced Settings Screen Watermark

Assignment of Security Policy

() Assigned by Computer

(@) Assigned by User
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Then "User And Group" will be shown in Curtain Lite Admin.
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f_. Curtain MonGuard Administrator

File View Clients Policies Language Help

£ Client & |[EUser
------ ¥ Online (1)

------ = Offline (0)

------ 2 Not Protected (1)

=-%& User and Group

------ i User (2)

------ & Group (0)

-8 Policies (2)

------ W Default Policy (1)

------ 4% Wait for assignment (1)

% Administrator

Wait for assignment
Default Policy

S <Al | AL 3 B o &
=& Administrator Manager User Name Group Policies Domain SID User ...

S-1-5-21-4627.. Local
5-1-5-21-4627.. Local

3. Done.

Steps for importing users and user groups from AD domain:
1. Launch Curtain Lite Admin, open File -> Settings -> LDAP.

2. Check "Enable LDAP" button.

3. Enter LDAP server address, DNS or IP address on "LDAP Server Address".

4. "LDAP Server Port", default port is 389.

5. Recommend to enable "Use Secure LDAP Connection", it means to use secure LDAP connection to AD

(default is disable).
6. Enter user name on "LDAP Username" to connect LDAP server.

7. Enter password on "LDAP Password".

8. "LDAP Search Base", enter the root of user or group , should enter CN, OU and DC.
e for search the whole domain, enter "dc=domain name,dc=domain suffix" (e.g.

"dc=test,dc=com")

e forsearch the whole group, enter "ou=organizational unit name,dc=domain name,dc=domain

suffix" (e.g. "ou=it,dc=test,dc=com")

e  forsearch single user, enter "cn=username,ou=organizational unit name,dc=domain
name,dc=domain suffix" (e.g. "cn=tester,ou=it,dc=test,dc=com")

9. "LDAP Information Caching", for setup caching information of AD (default is 15 minutes).
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10. While setting is finished, click "Test connection" button to see whether connect to AD successfully or

Curtain LogTrace Installation Guide

not.
Hettings »
Assignment of Security Policy Advanced Settings Screen Watermark
Settings Password Management LDAP
LDAFP
Enable LDAP
LDAP Server Address dcl.coworkshop.com
LDAP Server Port 389
SSL []
Use Secure LDAFP Connection
LDAF Username administrator
LDAP Password I TITTIYY
LDAP Search Base DC=coworkshop,DC=com
LDAP Information Caching 15 Minutes

Test connection

Curtain MonGuard Administrator

| Connect successfully.

>

OK
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11. If AD user/user group is imported to Curtain Lite Admin successfully, they will be shown under "User
And Group" in Curtain Lite Admin as below.

f, Curtain Lite Administrator - (Free Edition)

File View Clients Policies Language Help

INEAASRE

" ]
Elj Administrator Manager User Name Group Policies  Domain ] User T.. [

=% Client 270041  Glto99 COWORKSH..  5-1-5-21-213408.. Domain
- Online (1) 270042  G1t099 COWORKSH.. 5-1-5-21-213408.. Domain
4 Offline (0) 170043  G1t099 COWORKSH... S-1-5-21-213408.. Domain
ﬂ.;ﬁ Nmi ':F'”Fd Lo | 270044  Glto99 COWORKSH... 5-1-5-21-213408.. Domain
= felj = (50':5" 170045  Gltc99 COWORKSH..  5-1-5-21-213408.. Domain
™ 170046  Glto99 COWORKSH... 5-1-5-21-213408.. Domain
-8 Group (143) )
e 3170047  Gltc99 COWORKSH.. 5-1-5-21-213408.. Domain
=% Policies (2) g ;
o it 170048  Gltc99 COWORKSH..  5-1-5-21-213408.. Domain
iy . 170049  Glto99 COWORKSH..  5-1-5-21-213408.. Domain

-4% Wait for assignment
170050  Glto99 COWORKSH..  §-1-5-21-213408.. Domain

12. Done.

Steps to assign users/user groups to different Control Policy Groups:
1. In Curtain Lite Admin, select User/Group in left panel. Then, Users/Groups will be listed out in the right
panel.

£+ Curtain Lite Administrator - (Fr

File View Clients Policies Lar

> ¢4 4

=5 Administrator Manager
EIE. Client

----- = Online (1)

----- ™ Offline (0)

----- S Mot Protected (1)
9..%5 User and Group

..... fa, Group (143)
=-¢% Policies (2)

2. Select users/groups (press Ctrl button for multiple selection).
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3. Right click and select "Change Policy" to assign users/groups to appropriate Control Policy Group.

i:,- Curtain Lite Administrator - (Free Edition)

File View Clients Policies Language Help

INEAAE

E-Z Administrator Manager
aﬁ Client

----- ¥ Online (1)

..... % Offline (0)

----- S‘ Mot Protected (1)

[—j--ﬂgi User and Group

----- & User (5022)

..... £ Group (143)

4% Policies (2)

..... ¥ Default Policy (0)

----- {_\ Wait for assignment

User Name Group

G1t099
G1t099
G1t099
i T0044 G1to99
G1t099

& T0046 G1to99
i T0047 G1tc99
% T0048 G1t099

G1t099
& T0050 G1to99

Policies  Domain SiD User T... Emai
S-1-5-21-213408...

SH.. 5-1-5-21-213408.. Domain

Domain

Change Policy

EmoNe §-1-5-21-213408.. Domain

-5-21-213408...
-5-21-213408...
-5-21-213408...

Online client record Domain

Set Email
Refresh

Domain

Domain

COWORKSH...  §-1-5-21-213408.. Domain
COWORKSH..  §-1-5-21-213408.. Domain
COWORKSH... -5-21-213408.. Domain
COWORKSH...  5-1-5-21-213408.. Domain

4. Repeat Step 2-3 for assigning other users/groups to appropriate policy groups.

5. Done.
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5.5 - Assign workstations/users to Control Policy Group

Steps to assign workstations to different Control Policy Groups:
1. In Curtain Lite Admin, select Online/Offline in left panel. Then, workstations will be listed out in the right

panel.

£ Curtain Lite Administrator - (Free Editio

Eile View Clients Policies Language

I |d AR

~

E- j Administrator Manager

EI ?& Client
----- &4 Online (1)
..... 'Et Offline (0]
o B 5 Not Protected (1)
El{'gg Paolicies (2)
----- 4 Default Palicy (1)
----- “% Wait for assignment (0]

2. Select workstations (press Ctrl button for multiple selection)

3. Drag and Drop selected workstations to appropriate Control Policy Group

E"_- Curtain Lite Administrator - (Free Edition)

Eile Wiew Clients Policies Language Help

JHxFhHATRBL|?

E- j Administrator Manager Client Name Policies Ciomain
E' '53 Client DESKTOP-GN40LLE Default Policy
----- = Online (1) 2

----- = Offline (0)

- & Not Protected (1)
El(g Palicies (2)

----- W Default Palicy (1)

----- % Wait for assignment (0]

4. Repeat Step 2-3 for assigning other workstations to appropriate policy groups.

5.Done
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Steps to assign users to different Control Policy Groups:
1. In Curtain Lite Admin, select User/Group in left panel. Then, Users/Groups will be listed out in the right
panel.

£ Curtain Lite Administrator - (Fre

Ele View Clients Policies Lan

TXIEY

=3 Administrator Manager
EI‘E. Client

----- = Online (1)

----- % Offline (0)

----- S{ Mot Protected (1)

H..%F User and Group

..... i User (5022)

..... fa, Group (143)

=¥ Policies (2)

----- 4% Default Policy (0)

----- {\ Wait for assignment

2. Select users/groups (press Ctrl button for multiple selection).

3. Right click selected users/groups, choose "Change Policy" and assign users to appropriate Control Policy
Group.

i.';. Curtain Lite Administratar - (Free Edition)

File View Clients Policies Language Help

IHELHRATHB X ?
E""'.j Administrator Manager User Name Group Policies  Domain SID User T.. Em
2% Client G1tod9 Sl 21l 3408... Domain
""" ¥ Online (1) G1to99 Change Policy 3408.. Domain
""" = Offline (0) i G1to99 Remove Domain
..... 5 Not Protected (1) Online client record :
: & T0044 G1t099 Domain
SA% 1 G :
. Sel: = 50;‘}2“" 270045  G1to99 Set Email Domain
..... T Ser
E; - ( (143JJ 170046  Glto9d Refresh Domain
----- rou !
# = % & T0047 G1to99 COWORKSH... 5-1-5-21-213408.. Domain
[-¢g Policies (2) 5 )
..... O Dkt Bl D T0048  Glto99 COWORKSH... §-1-5-21-213408.. Domain
\ d : & T0049 G1to99 COWORKSH... 5-1-5-21-213408.. Domain
----- 4% Wait for assignment
T TRNSN =~1+~00 COMAINRECH C_1_E_21_.2124N7 Mmmnain

4. Repeat Step 2-3 for assigning other users/groups to appropriate policy groups.

5. Done.
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6 - Other Features

6.1 - Password protection for uninstalling Curtain Lite Client

By default, users do not need to enter password for uninstalling Curtain Lite Client. Administrators can
enable Password Protection for removing Curtain Lite Client to enhance the security.

Steps to enable Password Protection for uninstalling Curtain Lite Client:
1. In Curtain Lite Admin, select "File > Settings".

2. In Password Management tab, check "Password Protection" of Uninstall Password Under Client Password
Management as below.

Settings X
Database Advanced Settings Screen Watermark Mail Motification Post File Out Contral SMTP
Settings Password Management Printout Watermarks LDAP Assignment of Security Policy
Password Management
Password Rule |

Enable Module
[ administrator

Client Password Management

Uninstall Password

Administrator Password Management

© Mo Password
() Password Protection Reset Password

() Administrator Login ID

3. Enter "OK" to confirm.
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Steps to Uninstall Curtain Lite Client with password protection :

1. In Curtain Lite Admin, select Online/Offline in left panel. Then, workstations will be listed out in the right
panel.

';;- Curtain Lite Administrator - (Professional Edition)

File VYiew Clients Policies Language Help

J%@%ﬁﬁﬁ'ﬂ

-,_“.m

EI"",::J Administrator Manager Client Mame Policies Domain  Status  Build Number |
‘%‘"'3‘ i NS ¥ DESKTOP-RPEHBIT Default Policy Normal 3274.25 ;
P 5.8 Online (1)

..... ™ Offline (0)

..... 5 Mot Protected (0)
2. Select workstations and right click to choose "Generate Client Uninstall Password"

E’;- Curtain Lite Administrator - (Professional Edition)

File VWiew Clients Policies Language Help

IDTHASTH

= J Administrator Manager Client Mame
EI ﬁ Client

----- = Online (1)

..... ™ Offline (0)

- . Not Protected (0)

=% Policies (2)

..... % Default Policy (1)

..... %% Wait for assignment (0

Policies Domain  Status  Build Mumber

ESKTOP-Rhis 5 ;
Change Policy

Update Client Policy

Remowve

Force Update Patch

Online user record

Refresh
Set Location for Client Patch

I Generate Client Uninstall Password I
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Then unique password will be generated for each client. These passwords are used for uninstalling Curtain
Lite Client in specific workstation.

Client Uninstall Passwaord

s

Client Mame Client Uninstall ... Token

DESKTOP-RPoHEIT a3DAFT {35767CC3-TCFE-44992-A1F3-D0AL..,

3. In workstation (e.g. MSEDGEWIN10), uninstall Curtain Lite Client in Windows Control Panel.

ty Programs and Features = O X
&« v 4 [Tf > Control Panel > Programs * Programs and Features v @ | Search Programs and Features R

Control Panel Home '
Uninstall or change a program

View installed updates

To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
9 Turn Windows features on or

ol Organize ¥  Uninstall e = - @
MName & Publisher Installed On
# Curtain Client Cowaorkshop Solutions Limited 1/14/2021
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4. Enter the uninstall password and Click "OK" to proceed.

Curtain Lite >

Secured e-locker
in workstation

Please contact Curtain MonGuard administrator and get your
dient uninstall passwaord.

Client Uninstall Password:  sesses|

Carel

P.S. Each workstation has unique password for uninstalling Curtain Lite Client.
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6.2 - Set login password for Curtain Lite Admin

By default, users do not need to enter password for launching Curtain Lite Admin. Administrators can
enable password protection to enhance the security.

Steps to enable login password for Curtain Lite Admin:
1. In Curtain Lite Admin, select "File > Settings".

2. In Password Management tab, check "Password Protection" under Administrator Password Management
as below. If it is the first time to set password for Curtain Lite Admin, a dialog box will be shown for
entering new password. Otherwise, the last password will be used.

Settings et
Database Advanced Settings Screen Watermark, Mail Motification Post File Out Control SMTP
Settings Password Management Printout Watermarks LDAP Assignment of Security Policy

Password Management

Password Rule

Enable Module

[] Administrator

Client Password Management

Uninstall Password

[ Password Protection

Administrator Password Management

() No Password

Reset Password

(O) Administrator Login ID
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3. Enter password and click "OK" to confirm.

Create new password >

Secured e-locker
in workstation

Please enter a new password.

MNew Password: |

Repeat

Password must be 6-16 characters
(case sensitive and space is not
allowed).

oK Cancel

4. Done. Next time administrators have to enter correct password when they open Curtain Lite Admin.

PS.

1. The password management function can only be used after activation.
2. For Administrator Login ID, please refer to FAQ00310.
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6.3 - Watermark for Printouts

If you want to add watermark to printouts, you can use this function. Text (e.g. username or disclaimer) or
Picture (e.g. company logo) can be used for watermark.

Steps to define Watermark:

1. Enable the watermark function (text watermark and image watermark) in Curtain Lite Admin global
settings.

2. Select the application and enable the "Watermark for Printouts" function in a policy group of Curtain Lite
Admin .

3. View the effect of "Watermark for Printouts" in user's PC.

Detailed steps of Watermark:
Step 1. Enable the watermark function (text watermark and image watermark) in Curtain Lite Admin global
settings.

1.1. In Curtain Lite Admin, select "File > Settings".

tp_- Curtain Lite Administrator - (Professional Edi
‘-.n‘iew Clients Policies Language H
Mew Policy
Save Policies

Backup Policies

Client Patch

Settings

Manage

Export Migration Settings
Import Migration Settings

Audit Trail
Calculate User Policy

Exit Curtain Lite Administrator
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1.2. Check "Enable Text Watermark" or "Enable Picture Watermark" as needed.

Settings x
Database Advanced Settings 5 i ification Post File Out Contral SMTP
Settings Password Management Printout Watermarks LDAP Assignment of Security Policy
B Enable Text Watermark

Text Watermark

Top 10 % Left 10 %o

Bottom 10 %  Right 10 %o

Fant color B .. Faont size 38 pt

Font 305 Fonticon R Font style Hollowy - Semitransparent

Watermark content Watermark parameter
[DateTime] [Date time]
Sensitive information [Computer name]
Protected by Curtain Lite [Username]
Host: [Hosthame] [Page]

[Printer name]
All rights reserved. [Job name]
B Enable Picture Watermark
Picture Watermark
Picture C:\Userscoworker \Desktopwatermark. png
Mote: Please load transparent png picture if you want to print
transparent picture watermark!

Picture position

Horizontal position 10 % | Horizontal center

Wmrim=] mamiae R lal e N

K Cancel Apply

1.3 Click OK to confirm.

Step 2. Select the application and enable the "Watermark for Printouts" function in a policy group of
Curtain Lite Admin .

2.1.In Curtain Lite Admin, select a Policy Group and right-click to select "Properties".

2.2.In Applications tab, double-click the application which you want to enable "Watermark for Printouts".
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2.3. Select "Watermark for Printouts" and click OK to confirm.

Default Policy X

Screen Watermark  File Log  Advanced Settings| Applications

Applications

53:16 2
Application Company ... Software .. Select Screen Watemai
B nanoCAD Nanosoft Design Yes Yes
B Naxos TESED Design Yes Yes
B NCCAD NAA Design Yes Yes
B Niteg POF Pro Nitro Office Yes Yes
[ B Notepad Microsoft Windows ...  Yes Yes

"B NS Darkam Visuwsr (AP Madiz Pl Yaz Yaz |
8 NvR |Notepad *

) Ombud
B Opend Version Access rights

B Opend Available Versions
8 0penc E
Motej 11
= gpeng NoteE:d 5 e
pey Motepad 6
B Opend
B Cpentd
8 OptiTe
8 optiTe
B OptiTe
B PaDS|
@ rPaDs
8@ PaDs
@ PaDs
] PJ“l.DS:
|

* Double-clig

B screen Watermark

Clear Al Select All

oK Cancel

ok || Caned | Aopy

Step 3. View the effect of "Watermark for Printouts" in user's PC.

3.1 Inuser's PC, open the application with the function of "Watermark for Printouts" , such as Notepad
software or txt documents.
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3.2 Print documents to a real printer, or "Microsoft print to PDF".

ﬂ watermarl.txt . 1=

File Edit  View
Test print Notepad - Print

Printer

Microsoft Print to PDF w

+ Add a printer

Orientation

[ Portrait -

Print to file

| st ainbns sitnt s 5 Mo preview
Ln 1, Col 11 | Stores printing output to a file
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3.3 If "Microsoft print to PDFf" is used, watermark will be also added to the newly generated PDF
document.

= Menu |® %7 watermark pdf X | + Create | @  Signin = [

Find text ortocls Q D g @ &f

Alltools  Edit  Convert  E-Sign

D0 B X

Testprmt

3024-07-16 14:05
@@ms?ve[mkwwﬁﬁ@m
Protected bh Curtain Lite

DESKTOP-RPSHBJT |-

-

All riohts reserved. c
b ‘

@,

827 x 169 in a
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