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Data leakage incidents

Wednesday, May 28,

Cathay Pacific Says 9.4 Million Affected by
Data Breach

‘ Airline’s Five-Month Delay Before Public Disclosure Raises Concern
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Security challenges

Multiple Layered Security Control &

Process
. i
Digital Sic
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Intrusion Prevention
Access Applications
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T " Web & Email Filtering
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Operating
Systems
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Security Management

=Perimeter-based security solutions: Intruder Prevention, Firewall &

VPN, Web & Email Filtering, Antivirus , Anti-spam.
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Security challenges

Comprehensive External Security Control
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=Expensive and difficult to implement and manage these layered
defenses. Still, It cannot protect internal documents.
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Security surveys

= Insider Threats Outrank External Attacks
— 559% (Insiders) VS 45% (Outsiders)

= Insider breach should be

Malicious higher than 55%
(insiders)

External Attacks
(outsiders) = Because it is not easy to

discover insider copies
information to external
devices

Data From “IBM 2015 Cyber Security Intelligence Index” and the “"IBM X-Force Threat Intelligence Quarterly - 2Q 2015.”
Source: https://securityintelligence.com/the-threat-is-coming-from-inside-the-network/
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Security surveys

More and more surveys show that Insider Threats are the top
source of security incidents

Insider Threats as the Main Security
Threat in 2017

! TRIPWIRE GUEST AUTHORS
APR 11, 2017 IT SECURITY AND DATA PROTECTION

0 ;
30% Current
employees | Ml

Half of data breaches are the fault of insiders, not
hackers, research finds

Panel urges companies to avoid euphemisms and acknowledge when they've been breached -

28%
orrisk being fined

2k 2017

—

LI 2017

Former employees

Unknown hacker

Sources:
https://www.pwc.com/us/en/services/consulting/cybersecurity/library/information-security-survey.html
https://www.tripwire.com/state-of-security/security-data-protection/insider-threats-main-security-threat-2017/
https://www.computing.co.uk/ctg/news/3063537/half-of-data-breaches-are-the-fault-of-insiders-not-hackers-research-finds
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The problem

= Most systems only
have first-tier access
control (i.e. read,
write, edit, etc).

= But once users get
READ rights, they
own the document.

-

Permissions for Curtain e-locker Presentation v1.6.ppt %

Securty

Object name:  CAUzershstevec COWORKSHOP WD ezktophT rainir
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BT SYSTEM
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Head & execute ] [T 3
Head W] [
Wrike ] [ -
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The problem

Once users get READ rights, they can...
= Print

= Print screen

= Save to USB disk

= Copy to mini PC

= Copy & paste

M Gmail B4 Outlook

33
= Upload to Dropbox, FTP @
u D;o?pb‘ox

= More...

= Email

= WhatsApp, Skype, WeChat
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New technologies

= 5G Network is coming. Download speeds will approach 20 Gbps. It
means you can download an HD movie in 2-3 seconds

= Administrative security policies and procedures are NOT enough
for the Trusted Community
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Traditional ways

Some companies try to prevent data leakage by:

= Control USB port
= Control Internet access
= Control usage of printer

= Control data sharing

Question: Is it the way out? Definitely, NOT!

= Expensive & difficult
= Inconvenient (No Internet, No email, No USB...)
= The most important is: Not a complete solution!

= Smart users can copy data through a cross cable
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A complete solution

Curtain e-locker is a Data Loss
Prevention (DLP) system that
prevents sensitive information from
leaking out of the company.

Curtain e-locker
Is a complete solution
to stop
Data Leakage!
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A complete solution

It changes “"Uncertainty” to "Company Practice”

File Rights:

[

= control Save Anywhere

NIVINOD (

= control Send

= control Print

= control Print Screen

= control Copy and Paste out

= control New Document
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Architecture -

Extreme PRO

Protected “ . =
Servers Zone Workstations

Samisk

File
server

Curtain Protected

Curtain Protected

—Curtain e-locker

v Save As (In Protected Z Curtain client must be installed, in order to
s Pl featecicd Zones) access server protected directories. A local
X Save Anywhere protected directory will be created.
X Send = Server protected directories -
X Print
X Watermark for Printouts = Local protected directory
X Snapshot for Printouts
X o = Jt forms a Protected Zone. All
Print Screen . .
i _— unauthorized actions are
opy Content to Anywhere prohibited
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How it works?
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Permissions (e.g. save anywhere, send, print, copy) can be configured
per user/user group by administrators

10
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Page 1 of 2
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File

Home

360 words

e

Curtain e-locker

Insert  Design  layout  References  Mailings Review View  Help Q Tell Q;_ Share
] v Save As (In Protected Zones)
uq-u-l-|-2-|-3-|-4-|-5-|-6-|-?-|-B-|-9-|10-|11|-12|13 |20
' X Save Anywhere

X Send

X Print

X Watermark for Printouts

Attenda nce Contract X Snapshot for Printouts

v Print Screen

This contract is being put in place because [Student Name] has show % copy content to Anywhere
consistent attendance record.

The student agrees to focus on improving the following:

1. Attending class every day. In the case of a legitimate absence, such as an iliness, the student
will bring a note from the doctor’s office or from a parent/guardian on the next day of
attendance.

2. All missed work due to absences will be remediated within two days.

Violation of the terms presented above will indicate an unexcused absence. Should the student
have more than five (5) unexcused absences during the school year, all credits in the missed
classes will be lost. This may result in the need to repeat one or more classes.

Regular attendance is necessary in order for a student to maintain a passing grade and remain
on track for graduation. The attendance policy is clearly outlined in the student handbook, and
any concerns about that policy should be directed to a school administrator.

Repeated violations of this contract may lead to expulsion of the student at the discretion of the
school administration.

By signing below, the student indicates that they accept responsibility for all consequences of
repeated unexcused absences. Should the student have any difficulty in maintaining a good
attendance record, a counselor may be provided to help determine solutions. The student is
encouraged to discuss with a counselor, parent, or school administrator, any issues causing

[[% English (United States) gDisplaySetﬁngs E B - ] + 100%
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Curtain e-locker with SOLIDWORKS

1 selidWorks e EGL Vew Ineert Tods EntmprisePDM  Wedow Hep H.Il_"l-n.‘}fﬂ*rﬁf 9 -0 £ - sstocdomesmvasssmmend ] 2 - - O %
) ok ) 7] W :
Ingert . F?Ee Lrl:ar ﬁT Move : 5;?“ Wf F!:F:m;cr hﬁ- BEE Em?ded - Curtain e-locker
Companer Campan. , Compansr |y Gedme
i " Fastowrs ~ .| i 8 '-51:_::: Materizi | View v Save As (In Protected Zones)
I.ﬂuumm | t.ljwl| Eheich | Evaluate’ | Ofice Froducts | q o % m @'-_ - b @ X Save Anywhere
BTSB! . X Send
(T~
@ﬂmdprm (Default <<De & X Pt
Li3] Sensars X Watermark for Prntouts
+ [ Al Annotations
& Planel X Snapshat for Printouts
gm ¥ Pront Screen
L. origin Copy Content to Amywhere
= "B (F) ooar- caddy <13-7 (Def
i "B (-) micdle-geer <1 > (DeFault

& " shaft gear<1 > (Default< <D
= "B midcbe-gesr plate <1 (Defa
= ) () base plabe<| » (Defaut <
TR -} hood bowl <1 3-57 {Defens
!& : ) rubhar Fast <] »- 7 (Dafa

ey

3 Qnmma»v;m_
w1 Uy [-) rubber Fest<d3-37 (Dafs
& T (+) rubber fest<52-37 (Defy
+ g!-}b‘mﬁ shaft <1 {Defaulte
I

. . 5
(v

P s6icod processar (Defaudt < <De A
|i3)] Sersors

# LAl Annotaticns : i

Sl e Ui oaived Bt rsenty | 0 D




Curtain e-locker with SOLIDWORKS EPDM

% Cup - [Protected by Curtain e-locker)
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Application-level protection

= Users can access sensitive files by using the native
application (not through a third party file viewer)

= Curtain supports over 200 applications, includes MS Office,
Adobe Acrobat, AutoCAD, Photoshop, CorelDraw, and etc.

= Applications can be added to the support list upon request,
including self-developed system

= Application-level protection does not change user behavior.
Users still use native application for reading & editing
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Supported applications

We cover over 200 applications. Please refer to our website for the full list.

Office Applications

Adobe Acrobat

Adobe Reader

Microsoft Word

Microsoft Excel

Microsoft PowerPoint

Microsoft Access

Microsoft Visio

Microsoft Project

Microsoft Office Picture Manager
Microsoft Internet Explorer
Notepad, WordPad, Paint
OpenOffice, WPS

7-zip, WinRAR

PDFill, CutePDF

Windows Picture and Fax Viewer
Windows Media Player

VLC media player

Kodak imaging for Windows
Google Chrome

CAD/CAM

AutoCAD
AutoCAD LT
Altium Designer
SolidWorks
SolidWorks Simulation
SolidWorks EPDM
3ds Max

3DVIA
DraftSight
eDrawings
Gerber AccuMark
JewelCAD
MasterCAM
PADS, CAXA

PTC Creo
Rhinoceros
Unigraphics NX
ZWCAD (%)

Graphics Design
— Adobe Illustrator

— Adobe Photoshop

— CorelDRAW

— Adobe After Effects
— Adobe Lightroom

'~‘® I:lOffice
Adobe  COCHCAEILD

2

2S SOLIDWORKS
A Autocar ®cozeL

ﬁ creo’ Rhinoceros

( fai A
¢ \eeved\ il
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Online/Offline protection

= Online/Offline controls - “"Sensitive data can be used”:
— ONLY when the PC is online

— ONLY when the PC is online within a period of time (e.g. 2 hrs)
— Even the PC is offline

= Users can download sensitive information to local
protected directory, and go out for meeting or business trip

= Information in local protected directory is still protected by
Curtain e-locker, even the PC is offline

= Users can edit files in local protected directory. When
they come back office, they can upload the latest version of
files back to servers



I D) U
Smart protection

= Protect first draft - if this feature is enabled, user must save
newly created document to protected zone. This feature
protects information at the point of creation

= Smart copy & paste control:

— Copy & paste in-between documents in protected zone is
allowed

— Copy data to protected zone is allowed

— However, copy data from protected zone to other locations
is prohibited

= Personal local protected directory
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Screen capture protection

= Smart screen-capture protection:

— Only sensitive data is dimmed

— Users still enjoy the convenience of screen-capture for
non-sensitive data

= Screen-dump software is also blocked



Secure file sharing (internal)

W] Sensit] Open

Encrypt sensitive file first - &.,...

. . 1 Encrypt to (Decrypt anywhere) b
the encrypted file can be copied EEEEE;E Enciyphto (Decwptin Cunsinoily) & |
out of protected zone. el |

Zip to PriceBook_Dec2009 xls.zip

Send the encrypted file to
colleague

CURTAIN
e-tocker [N

56MEB  Microsoft Exce
24 KB  Microsoft Won
25 KB Microsoft Won

R B+ T 1 e —

Desktop
Mail Recipient

Browse...

Colleague simply double-clicks the encrypted file - the file
will be automatically decrypted to protected directory for viewing

or editing.
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Secure file sharing (external)

"6 ME  Microsoft Bxcel
IEI_] Sens.Ltwé Open M KB Microsoft Word

= Encrypt sensitive file with B ors

Encrypt to (Decrypt anywhere] ] i Desltop

password_ the encrypted ﬂle :gggg;j' Encrypt to (Decrypt in Curtain only) k Mail Recipient
can be copied out of protected ' omwon . | Browse..
zone EIALLPAG 7 to PriceBook Dec2000 xls.zip PYREIIFFImage
“Create new password ‘ e
- ecur e-locker .EI.’- 4
= Copy/Send the encrypted file m oo " !/]
to your b_LlSl_ness partne_r - the it )
sensitive file is encrypted in USB N— i
drive or Email. Pepest s
[0 | Corcd

= Your business partner can decrypt the file by
entering correct password - the file will be
automatically decrypted for viewing or editing.
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Secure generation of PDF file

Secure “"Print to PDF”

— Users can convert sensitive documents to
PDF format by using the function of print-to-

pdf.

— However, the pdf file can be only
saved to protected zone. It makes
a good balance on convenience and
security. Users can generate pdf
files, but data still cannot be leaked
out of the company through this

channel.

Curtain e-locker

Save Anywhere
Send

X X =

Print
Watermark for Printouts

x X =

Snapshot for Printouts

<,

Print Screen

x

Copy Content to Anywhere

Save As (In Protected Zones)

int
Printer
Mame: dsh  Adobe PDF E Properties
Status: Idle Find Printer. ..
Type: Adobe PDF Conver ter
Where: ProDir [ print to file
Commen t [ Manual duplex
Page range Copies
@ Al Mumber of copies: 1}
7 Current pag Selection

(") Pages: | | 11 11 [¥] Collate
Enter page numbers and/or page ranges
separated by commas, For example, 1,3,5-12
Print what: | Document E| ZoaiT

: : Pages per sheet: 1 B
Print: All pages in range IZ| HERERES Prge

Scale to paper size: | No Sealing E[

Options. .. OK

J | Cancel |




User-friendly interface

User-friendly Client Interface - Windows
Explorer-like interface and all columns can be
sorted

Policy droplet- Users can click the droplet
to view their rights to the document

Clear message -

| sianin |

Curtain e-locker
v Save As (In Protected Zones)
X Save Anywhere

X Send

X Print

X Watermark for Printouts

X Snapshot for Printouts

v Prnt Screen

X Copy Content to Anywhere

Curtain provides clear i : "
& Curtain e-locker
message to users, SO that [ The document is under security contrel. You should
they know What they can save the document to the following locations:
do to the controlled | Ndedprotected
d ocumen t ::s:]ﬁ :f‘if?lsf;\?e::nuar::dﬁl;;?ders
YWhkelvin-Vista'Scanned Forms !

Sy Extrafax Cust.. | Bj Bookl

H ¢ av-Eg Hi:

0-

CURTAIN
e-tocker [N

.20

¥ S 910
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Multi-lingual support

=  Multi-lingual - Curtain supports English,
Traditional Chinese, and Simplified Chinese.

[‘u‘fm Application Tool Help

= Switch between languages -

) v Toolbar ﬁ{ }. -.'i;
Users can switch between languages V| StatusBar l || e _
themselves. There is only one o AR |
: : : Simplified Chinese |
installer for all languages. Ehplleq e |
Sianin | -
- Curtain e-locker -
= Fu‘ly Iocallzed - AII prompts, vV BEEEEFEER) — ,%Share
bubbles, and messages from Curtain X REIIEALS
. X &3
are shown in selected language. i
X Bt hozkEen
: Fid X ERATEINE
| 4 Curtain e-locker X1 ' o v BR
FREEFNRERTSE T | X g#MESFEaaE
TH < kT r HEO 1301
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Easy administration

=  Auto patch update - Patches are automatically applied to clients

. . . .
B> Curtain e-locker Administrator(Administrator)
E

ile View Clients Policies Language Help

A5 B ?

J>€

=Fd Administrator Manager Client Name Policies Domain Status  Build Number Last Online C
&% Client ¥ Samsungmsung Default Policy Normal 3273.26 2019-03-08 1
¥ Online (1)
..... = Offline (0) Client Patches b4

......*‘
& NotProteted 10} Installed Patches

=-#2 User and Group

""" & User (13) Version

----- £ Group (0) 5.0.3273.25
=¥ Administrator and Group 5.0.3273.13

----- % Administrator (2)
[+-& Group (2)

=% Policies (8)

----- & Default Policy (3)
----- “» Wait for assignment (0)
----- % Managers (0)

----- %% Legal team (0)

----- %% Allow-Print (0)

----- % Account team (0)
""" W working A team (0) Mew Patch... | Patch filter >> . - 0K _
----- % Hr head (0) . :

=& Client - Protected Area
----- 2 Local Protected Directory (1)
----- A Local Encrypted Drive (1)




Housekeeping

CURTAIN
e-locker

Admin can define different rules to clean up files in users’ local
protected directories, such as daily, weekly, N days, and etc

Seftings System Policy Applications Local Settings Advanced Settings

[]DISABLE PROTECTION on protected zones (NOT Recommended)

Protected Directory

| ,- — ' [[]Hide my computer

[JHide local protected directory

Protected Directory ProtDir

[ ] Disable delete files in network drive  [/] Additional Protected Directo I:l Add

cift o Delete

Housekeeping
% []Clear the whole local protected directary

Startup
Weekly SUn

Cleartemp folder in local protected directory

(@) Startup
() Weekly

Clearfiles in local protected directory

[]Delete file after downloac Days
[]Delete file after modified Days
Deletef al v | applied

[]cClear recycle binfiles inlocal protected directary

Delete file after deleted |10 Diays

Copy to Non Protected

(C) Not allowed(Recommended)

(O Allow all unsupported type

(@) Allow extensions

() Allow all type(Not Recommended)

|Allowed Extensions Copy option

oK Cancel Apply



Central audit log

Audit Trail

Searching Criteria

4

I

¥

om /3728 B i
To: 10/ 9/2008 [~ Workstations: [ T ] [ Clear ]
Keywords: Events:
L] |
Files: [ Success entries only
Results

Date Time Uger  Worksta... Event Result  Description 2

= 1
@2008-(]9—10 14:26:22 kelvinc  kelvin-Vista Launch Success  Launch file [Z2:\Sales & Marketing Dept\Proposal 1"—|
@ 2008-09-08 14:23:32 kelvinc  kelvin-Vista Copy Out Success  Copy file [2:'5ales & Marketing Dept\PowerPoint
@ZDDB -09-08 14:23:24 kelvinc  kelvin-Vista Copy Cut Success  Copy file [2:\5ales & Marketing Dept\PowerPoint
@ 2008-09-08 14:17:59 kelvinc  kelvin-Vista Copy Out Success  Copy file [2:\5ales & Marketing Dept\PowerPoint
@ 2008-09-08 14:17:30 kelvinc  kelvin-Vista Local Rename  Success  Rename file [2:\Sales & Marketing Dept'\Brochure
@2[]08-09 08 14:17:20 kelvinc  kelvin-Vista Local Rename  Success  Rename file [Z:\5ales & Marketing Dept\Brochure
@2[]08 -09-08 14:17:12 kelvinc  kelvin-Vista Local Rename  Success  Rename file [2:\Sales & Marketing Dept\Brochure
@2008-(]9-08 14:16:39 kelvinc  kelvin-Vista Local Copy Success  Copy file [C:\Usersikelvinc\Desktop\Intergrated_
@2008-(]9-08 14:16:39 kelvinc  kelvin-Vista Local Copy Success  Copy file [C:\Usersikelvinc\Desktop\Integrated E
@ 2008-09-08 11:50:01 kelvinc  kelvin-Vista Copy Out Success  Copy file [2:\R&D Dept\DocumentsiManualMicro =

Found 348 record(s)

| Print...

| [ ewort.

CURTAIN
e-locker

Central audit log is available in Policy server. It logs activities
to sensitive files
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Print log

= Allow some users to print

protected documents out. a0 =
e-locker will log below ~Basic ! |
information. " Sbdiiod
Time i'18:1rl:29
. User !Adn'linistrator
- Date / Time Workstation iShauhin
- User / Workstation Event %F’””‘
Result EA”DW

- Result (Allow, Deny, etc)

- Application [ Additiona

Application: C\WWindows'\System32\MNotepad. exe

o Prl nte r File: !xmi_txt - Notepad - (Protected by Curtain e-locker)
Ma. of Pages: ::1,'5

- Filename / Title

Printer: : ShaobinP

- No. of Pages

—Snapshot
- Snapshot of printouts Faite
Page 2
Page 3
Page 4
Page 5
Page @

T
1
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Watermark

=  Allow some users to print
protected documents out with
self-defined watermark

:Web Cuder and Invoice {WOI) Registration Procedune

Japply Portal 5 & singe enty poRt Br BAN Sapgles bo soces valcs steigic procunement
eppicaton. Oncemgisiened, Supgdiercm cre s Onler and Brolce fAMN) o crmale edpnice

° Date / Time iﬂggﬂ:ﬁbﬁ;emﬁ.mm'ﬂBMm:m-:r'dkwd!m'_-"ﬂem2b3
. W:cwm&dmm Bupply Portal US -
User / Workstation S e

IO TR irne e Regxier.

Folfic e Rshecors I welbrepe and campians the. mpis balos proces s

Printer name

St ipeionw s o el EICH o oo bo acabe o VR ancoant

- Page number e ot i P et
Booeg o o oo

Se If-d efi ned Sentence Frismme yim i LRL S WCH Licria ang Lker Culdies B your miamnce. SO Bchnics

e ]
o e By Pochad wou mesy ol o APS A Bunpoet Tanbar vl Tol Frsed B0opa 4200 n Homg
ooy or ST oontibes

Flommar it LRL tar 0 Ltcatnis s LiKesr Gridiess By Foc momnics pechiem
o e Sy Foetal ol sy CAl our ARE A Sapacet Cantey Wi Tol Feed SR0SE4 T3 o Hong
Bong o s ooanhhe |

Flamge Xt URL b 'dWC0H Ltorais and) User Guldies Do woor mifemenoe. For edmice seciesn

= Adjustable

+ Margins e m——

F:ﬁtgmitmq-_.;ﬁ Bwaﬁm gfrﬁdug;}éﬁ;%m Forecheiss pecbies
E L r X AT R ¢ |i=1
 Font colour o e o b o AR PSS S o
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Send request

If an unauthorized user needs to
copy a protected document out,
the user can submit a Request
for approval.

— Select protected document(s) and right-
click to select "Send Request”

— After complete the form (e.g. Request
reason), the request will be sent to
approver

-~ Approver can approve or reject the
request

— The whole approval process will be
logged in Audit Trail

| | sgmlatal
| |sgmdat
|| sgmnoo|
| Isgmneoo
| |sgmnoo
691 TIRD43-W\
L visio-Big
= WinServi
£ xmlhtm
& xmlhtm
;_':xml.txt

[ jxmlc.td
Lernle bt

Open

Encrypt to (Decrypt in Client only)
Zip...

Zip to release. batzip

Cut

Copy

Send Request [k

Rename

Delete

Send Reguest

Request Files

C:\ProtDir\ KELVIN\Part-01567875-designBOM.xlsx

Requester *

Steve Cheng

Request Reason

Email of Requester *

stevec@coworkshop.com

need to send design to factory

Select Approver *

Kelvin Cheung

Approver Name  Emiail Pasition Remarks

kelvinc@c... IT Director

davidl@c... Head of Production

[ ] Auto-sending Send Request email through SMTP
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Copy-out with declaration if}g;{‘,f;‘

Open MB JPGFile
nerypt to (Decrypt in Client on > |MB JPGFile
= Admin can allow authorized users to B o wori
d d f Zip to Gfudelme of handling suspected items.pdfzip LY e |::|:
copy protected document out after Gpen With , M8 PG Fie
filling up declaration form. The log o P EREE
Copy to > Deskto
Can be Sent to team heads CozasDocumentLink MaiIRepcipient

Send Reauest Choose Directory ...

periodically. No Approval is needed

File Copy Out Reason X

Please fill in the reason of file copy out{Must)

— Select protected document(s) and right- T —
click to copy file out

10~200 english characters or 5~100 chinese characters
Send To{Must)

- After complete the form and click OK,

the file will be copied out from mh:;[;g‘,)
protected zone e s o oo s sopor: [EEEETSRD
D Customer Financial Data Customer Data Number: 1 o 50 (Small)
-~ Admin can enable Auto-Send function, [Jour sark Fnarcil Dot
to deliver the log to different dept/team S —
heads periodically Otrer Rt

— The form is self defined

3 characters
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USB token login - ,}=)J:
A asrr”

Select Authentication Method

= By default there is no password Secured e-locker
needed for Curtain Client Pease sletthe authenicaton method.

(® Custom Password

(" USB Token

= Admin can enable Client Password, B
to enforce users to login Curtain =] O
Client by password / USB token

Create new password EI

= After enable this, users will be ﬁ S i
requested to set password OR Please enter 3 new passiword.
insert USB token with digital Newpassuard: |
certificate next time when launching Repest Passiord: memm_mms
Curtain Client (e sensiveand spac o
oK Cancel
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Curtain Admin delegation - |=)/:

C A
‘I
4

. Super-admin can create i?i--?? AdminiE:tr_atorand Group
o & Administrator (3)
administrator accounts and =& Group (3)
assign them to different admin % Administrator Group (3)
ek * PolicyAdmin (0)
groups % LogAdmin (0)
= DEIEgate administrative Module Permission
permiSSionS tO d|fferent - Global settings ] View
. =}-Polici
admin groups (e.g. allow an ek o
i i i - Wait for assignment Modify
adml_n_ group to maintain a g s
specific policy group)
- Allow-Print
- Account team
. . . . - Client
" Operat|0ns in Curtain Admin ~ User and Group Wi Sesaiatsn
will be logged for audit  Adinistatorpuci Tai Pl Vs hekes
purpose E:ﬂ?:n‘?sl’ir[::n-rrrzrqd Sioug -Rename and delete a policy
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Control policies )Jgﬂ |

Port Exception Share Exception Password Management
Local Encrypted Drive File Operation Audit Database Send Re

u CO n trOI po I |C| es Ca n be a SSl g n ed Settings Server Information Network Drives Protection Port an
. Watermarks LDAP Assignment of Security Policy
per Workstation OR User

Assignment of Security Policy

() Assigned by Computer

®) Assigned by User

= Support both Domain and
Workgroup environment

Loap
Enable LDAP

LDAP Server Address | dc.test.com |

= User/user group information can L0AP Server por EZ |
be imported from Active Directory st O
through LDAP Use Secure LDAP Connection

LDAP Username | administrator |

LDAP Password | esssessee |

LDAP Search Base | dc=test, de=com |

LDAP Information Caching E | Minutes

| Test connection
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Specific approver & printer

-
4
‘

"NEW 2
ENEVYE

-
-

iy
Approvers for Send Request: —
= Admin can assign different B Lttt hiie | Localsolngs G In
approvers to different policy Approvers
groups for approving copy-out et Lo |oomaets |pmee:
request. It makes sure that users Daviliam | deVich@... CowstkohopiDavidaim. __ Head of Production
can only submit request to right
approver
Allowed printers: :
= Admin can specify allowed —
printers for different policy groups. [A]Enable local printer
It makes sure that sensitive it . o e
documents can be only printed

out in a right place
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A complete solution

Office:
= Users can work with sensitive information within protected zone

= Users cannot copy files out by all means
= Information is SECURED

USB disk (e.g. backup files):
= Files are encrypted in USB disk
= If USB disk is lost, information is still SECURED

Share sensitive files with colleagues:
= Users can encrypt and send sensitive files to colleagues

= Recipients can decrypt the files to their own protected areas for
further file operation
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Agenda

= CURTAIN - Security challenges

= CURTAIN - How we safeguard your information

” CURTAIN - Deployment
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Basic components

= Curtain e-locker Client =
Install in users’ workstations. Users
access protected files by using this client
program

= Curtain e-locker Policy Server I-
Install in server-side. Admin can define
policies and view log centrally

= Curtain e-locker Server Plug-in
Install on server(s) you want to protect.
For example, if you want to protect shared
folders in 5 File servers, you need to
install the plug-in in the 5 servers.

CURTAIN
e-locker

CURTAIN
e-lacker in
workstation



Basic architecture

For example:

Workstations with

Curtain client can
! access server
protected
directories.

Curtain client

&

—

Curtain client

|

Curtain client

{

W7

Workstation without Curtain client
can ONLY access non-protected server resources

CURTAIN
e-locker

Curtain server plug-in

5 x File servers

. Curtain policy server
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System requirements

Curtain e-locker Client ¥
= Intel Pentium or above processor

= WinXP/Vista/Win7/Win8/Win10/
Server 2003/2008/2012/2016/2019 CURTAIN
(both 32/64-bit) workstation

= 128MB RAM (Recommended 256MB RAM)

= 200MB Hard Disk (in NTFS)

= TCP/IP network

=
Curtain e-locker Policy Server [ -
=Intel Pentium or above processor

= WinXP/Vista/Win7/Win8/Win10/
Server 2003/2008/2012/2016/2019
(both 32/64-bit)
= 128MB RAM (Recommended 256MB RAM)
= 200MB Hard Disk (in NTFS)
= TCP/IP network
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Pricing model

= Select licensing scheme (Perpetual or Subscription)
= Select Curtain Office Suite license or Universal license
= Select Curtain module for Backend system

License:
For example:

il ittt ittt ittt ittt ittt ieiieietsietieiety " 100 x Curtain office

—— — ; suite license
5 x File servers ) wial |
—# policy server ! . .
v = 20 x Curtain universal

license (cover all
support applications)

= Curtain Protector for

Ll . . Windows file server
20 X gﬂ 100 Kgﬂ Workstations (only 1 license needed)

Protect: Protect: !

- Office documents - Office documents .= First year software
- AutoCAD ; maintenance &

- Photoshop !

_ CorelDraw upgrade is included
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Secure information EVERYWHERE

[*] O D ki G S S T - LUV BRI AE T  A LS

Curtain in Konica Minolta
DocNet (web based system) = Software
_ . Development Kit

e (SDK) is available

Curtain in

SolidWorks PDMWorks : = Curtain e-locker can

uuuuuu _ be used to secure
--------- S -a: third parties solutions

or your self-

developed system

CURTAIN

Curtain in Microsoft
SharePoint




CURTAIN
e-tocker [N

Architecture )
Protected ' | q =
Zone : 23 u
Servers Workstations P—— e

Samisk

ERP,

DMS, or
in-house
systems

Curtain Protected

—Curtain e-ocker . . . )
Curtain client must be installed, in order to

v’ Save As (In Protected Zones) connect to protected backend system. A local

X i At protected directory will be created.

Send = Backend system is protected -
Print
Watermark for Printouts = Only secure client can connect

xR o Do to protected backend system

Print Screen = All unauthorized actions are
Copy Content to Anywhere prohibited

X X X X X X
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Some of our customers

CURTAIN
e-tocker [N

K DANT [o[fQQNd ag+s 4 TsL|#mws

O BERERIES A Tahoe @ F il 4 B2 A s d]

GUOTAI JUNAN SECURITIES REASE
B OB &t ® A E i E K B BE B B
Government Laboratory ESTATE AGENTS AUTHORITY

Vermeer
3 ﬁJ-Jlkon &LIGHT REIT %

B means SARASIN

@ U'mﬁ: AL

ERARCEARNAD g UJDL-

BANK OF CHINA GROUP INSURANCE COMPANY LIMITED

A

LEE KEE GROUP



CURTAIN
e-locker

Some of our customers

\ B
Q) éﬁé; »
ESQUEL GROUP

gersey oy xwsrsr o6

BANK OF COMMUNICATIONS

®
THE HONG KONG
HRKA=E ez Ac(@onTrous

=g a® P DETevEALE
M i It N Wi i HE OFFICE OF THE OMBUDSMAN, HONG KONG

MODERN YIGTORTA
Dental Laboratory EzFTHEAMN

FASA
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Some of our customers

L
C

COMPONENTS

SUN HING VISION GROUP HOLDINGS [ LIMITED

rg-\
JCHIAPHUA % } Vanden Global

Centre for ]
ASIA PRIVATE EOQUITY
I |5 EARCH LTD

STIHL

CHENG &:CHEUHG
)
00
*46 Y ERIET
e — = YIPSCHEMICAL
a JEIEY company
) D
()

"... | love my Curtain e-locker software. And | am very
impressed with how this company cares for my companies
concerns. | would recommend this product to my friends. *

Mr. Jim Steen
Owner of Move bumpers, USA




Awards

“EXCELLENCE
AWARDS

Judges' Comments

xr.alto\nce Awards{SMEs)

Curtain™ e-locker - File Right
Management System
Submitted by Cowarkshop Solutions Lid

Curtain™ e-locker iz a File Rights Management
system that prevents sensitive files from
leaking out of an organization. Curtain™
e-locker alloves uzers to access and edit such
files by uzing native zoftware such as M3
Wiord, M= Excel, 2utoCAD and Solichorks but
prevents prirting, saving a=, or sending the
files to external sources such as floppies, UZHB
dizk, CD-RFEW or Internet mail.

"Aninteresting software solution, allowying files to be uploaded only
back tothe server or document management system they were

dovwenloaded from "

FINALIST

100~

CURTAIN

“IT Excellence Award”

Asia Finalist in the Best Security
of the GSC 2010

GLOBAL SECURITY
CHALLENGE

® Awards & Quality Certificates

l’ Great User \'
\I Rising Stor I \; Experience \;

"\2017 Award /" ‘\2017 Award,"

Awarded by FinancesOnli Aworded by FinancesO
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Partners

Over 100 resellers and partners around the world

Micresoft = Seminars and

“REIGE Kkt

Exhibitions

This certifies that

Coworkshop Solutio

‘‘‘‘‘‘‘‘

has successfully qualifi

as a partner of

Partner

Program
CERTIFIED
forithelcaaizbg) Coworkshop Solutions Limited Solution
is now certified for a solution that is built on Express Advantage Partner

p’S SOLIDWORKS

Savio Ng
Executive, Business P4
1BM China/Hong Kong

= SOLIDWORKS
Solution Partner
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About Coworkshop

= Coworkshop was established
in 2001.

= Office in Hong Kong and
ShenZhen

= Awarded in 2001 by Hong
Kong Science and Technology
Parks (HKSTP) to be a
member of the Incu-Tech
Program.

= Supported by the Hong Kong
Government - Innovation and
Technology Fund in the years
of 2003 and 2004.
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Conclusion

Sensitive information can be leaked
out of the company without your
knowledge. When you know the
leakage, it is already too late.

~Aent Let Curtain e-locker
a\cﬂ. prot_ect your valuable
e i information!!!
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Thank You

www.coworkshop.com



