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1 - Launch Curtain Client

Step 1: A shortcut of Curtain Client should be created on your desktop. You can double-click the shortcut.
Then Curtain Client will be shown.

Step 2: You can select "My Computer > Protected Directory" to access files in Local Protected Directory.
Also, all the Protected share folders are shown under "Protected Network Drives".
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Step 3: Remember to exit Curtain Client after finish the operation.
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2 - Create New Sensitive Document

Step 1: Launch Curtain Client.
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Step 2: Click "Application" in the menu. You can see there are many applications in the list. If you want to
create MS Word document, you can select "Microsoft Word". Then a Protected Microsoft Word will be
launched. You can create your new document. After finishing the document, you can save the document

to Curtain Protected Zone.

£ Curtain e-locker Client - Defanlt Palicy
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Adobe Acrobat

Adobe lllustrator

Adobe Photoshop

Adobe Reader

Ansoft Maxwell

Ansoft Maxwell Circuit Editor
AutcCAD

AutoCAD LT

Autodesk DWF Viewer
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Google Desktop

lewelCAD
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Macro Express
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Microsoft Access
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Microsoft Office Converter
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Microsoft Visio

Microsoft Word
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3 - Edit Files in Protected Zone

Step 1: Launch Curtain Client.

Step 2: You can select "Protected Network Drives" or "My Computer>Protected Directory" to access files in
Protected Zone.

% Curtain e-locker Client - Default Policy

File View Application Tool Help

g “& ' & & &2

Location |r'-.-'1}r ComputerProtected Directon\CA\ProtDir

H-®F Protected Metwork Drives
E|‘li My Computer

é"'t.-rh Protected Directory

. L4 Protected Directory (C:\ProtDir\DAVID)

{4 Protected Directory (D:\ProtDir\DAVID)

Step 3: You can double-click a file to open and edit it.

Step 4: Remember to exit Curtain Client after finish the operation.
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4 - Move Files to Protected Zone

If you want to protect files in non-Protected Zone, you need to move the files to Protected Zone.
Step 1: Launch Curtain Client.
Step 2: Drag-and-Drop files in non-Protected Zone to Protected Zone. Then, the selected files will be

copied to Protected Zone. You can open and edit them in secure environment. If you don't want to keep
the original files in non-Protected Zone, you can delete them and only keep files in Protected Zone.

- oo : 2
i v|_b » Computer » O5(C) » CADConv

S S

Print™ & E-mail

MName ; # Curtain e-locker Client e

Favorite Links

More » ) 2-page intreduction of Curtain e-locker.pdf File View Application Tool Help

1212 paf = e
Folders v | T Are you Safe.pdf J @ % % \P\{"’ \gv @_‘. ‘ ?

B Desktop FE Coworkshop Reseller Agreement _Konica Minolta

»

Location IMy Computer'\Protected Directory

W B ECQUQO-’lUlKUS\.rZ_Esprit-Curtain e-locker 100 Licen

L Public I CQ090414K04_Golden Star-Curtain e-locker + DD Name

18 Computer £ CQUI0504K01_Casio-Qlikview License_pdf ¥4 Designs

&, 0s(C) = CQO90504K02_SH-FortiGate 310B_pdf £ Quotations

i ! - temp
@) Backup = ;‘Eqiﬁggggg;l‘;?dzsmr"pdf % Curtain DocNet-2.7s.pdf
Ji CADConv =t a?n Ly B Extrafax Custorner Reference
4 Coworkshop '1:|Curtafr| DocMet-2.7s.pdf J || Extrafax Custorner Reference
4 DELL "2 Curtain e-locker Anywhere.pdf = RECOVERY (D:) ) Extrafax Customer Reference s
L doctemp ‘£Cur‘cain e-locker Approval Engine.pdf E"; DVD RW Drive (E) || Extrafax Custorner Reference
)0 Drivers E 1 Curtain e-locker CM.pdf @ CD Drive (H:) Virtual CloneDrive B Extrafax Customer Reference
A Intel 1:,Curtain e-locker Presentation 20080908 (support If | (-4 protected (\\curtain-adl) (V:) e Ex'trafax Customer RefererTce\
L Lotus -,E_Curtain e-locker Presentation 20080908.pdf .‘_. |mg-6]:6110304_Page_01 Hif
) MsOCache @ Curtain e-locker Presentation 20080908, ppt r::f::;;s:r:zfi:;zx's

= Cuirtain aolncbar Dracantatinn WNRTANT ndf



Curtain e-locker 5.0 User Guide

5 - Share Sensitive Files with Colleagues

If you want to share files in Protected Zone with colleagues, you need to encrypt the files first and share the
encrypted files with colleagues. Their workstations must have Curtain Client installed for decrypting the
files. When colleagues receive the files, they can double-click the files to decrypt them. Files will be
automatically decrypted to Local Protected Directory.

Step 1:In Curtain Client, select a protected file and right-click to select "Encrypt to (Decrypt in Curtain
only)". Then an encrypted file will be copied to destination.

=1

=i i L 156 MB  Microsoft Exce
W] Sensit| Open 24 KB Microsoft Won
W74, dod 25KB  Microsoft Won
4;13032 Encrypt to (Decrypt anywhere) o nl:lcl:ru:.su o
I-_.'gggggj: Encrypt to (Decrypt in Curtain anly) b Desktop

] 023007 Zip... Mail Recipient

| ALLPA

------- | Zip to PriceBook_Dec2009.xls.zip _ Browse...

Step 2: Send the encrypted file to others. Since the file is encrypted, the file is safe during transmission (e.g.
USB flash drive or Email).

Step 3: When user receives the file, the user simply double-clicks the file. It will be decrypted to Local
Protected Directory.



6 - Search Files in Protected Zone
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You can use Curtain Client to access Protected Zone. There is a search function in Curtain Client. You can

use this tool to search protected files.

Step 1: Launch Curtain Client.

Step 2: Select "Tool > Search..." in the menu, or click the Search button. Then, you can see Search dialog

box as below.
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Step 3: You can simply double-click to open file in the Result List.

P.S. You can do quick search by different criteria (e.g. filename and content). If you want to do searching
by other criteria (e.g. file size), you can switch to Advanced mode by selecting "Edit > Mode > Advanced".
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7 - Create shortcut for protected application

Users can launch Curtain e-locker protected application by using the menu in Curtain Client. Users can also
create shortcut for launching a protected application. Please refer to the steps below.

Steps to create shortcut for protected application :
1.In Curtain Client, select "Tool > Create Shortcut".

Then, "Create Shortcut" dialog box will be shown as below.

Create Shortcut -

This wizard helps you to create shortout to secure applications.

Application: | Browse
Location : | Bronisc

Mame: |

Command Line: |

Cancel

2. Use "Browse" button to select application for which you want to create shortcut. And then, click OK to
confirm.
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Secure Applications »

Select target of the Shortout.

Application: Microsoft ~
5
Microsoft Access
Microsoft Excel
Microsoft Office Convert
Microsoft Office Docume
Microsoft Office Picture b
Microsoft OneMote
Microsoft PowerPoint
Microsoft Word
Microsoft Windows
Others
PDF Tools W
£ >

P.S. the selected application must be already installed on the workstation.
3. Use "Browse" button to select the location of shortcut. And then, click OK to confirm.

4. Click "Create" button to create the shortcut.

5. Done.
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8 - Send Request

If an unauthorized user needs to share a protected document with external parties, the user can submit a
Request for approval. If the request is approved, the system will send the document to requester through
email. Since the document is already out of the Protected Zone and not encrypted, requester can share it
with external parties without the control of e-locker. The whole approval process will be logged in Audit
Trail. This function is called Send Request.

Steps to submit a Request:

1. In Curtain Client, select protected document(s) and right-click to select "Send Request"

i Curtain e-locker Client - Test Dept
File View Application Tool Help

.. g ug 8 “‘gf & *”} @ ?

de

Location IE:‘-l

Eﬁh Protected Metwark Drives Mame Size| T
: ..J.l.e.: share folder [VWM32w2kE) (V) #7123.doc 0KE M
iy protected (\\M32w2k8) (Z:) 1235 4KB b
E|"; My Computer | DriverInstall.log.2010-05-29 220144 -2868 bt 12ZKBE T
-t Protected Directory || DriverInstall.log.2010-05-29 220144 -2860 bt 12KB T
- Floppy Disk Drive (A:) L test excels | 22KB M
ﬂ Local Disk (C:) __test notep Open 12:7F
B DVD Drive (D:) :_?E#S.SLD — 124 KB 5
f-L) CD Drive (E) EE, 46,500 Encrypt to (Decrypt in Client only) 124 KB 5
Zip...
Zip to test excelxls.zip
Cut
Copy
Send Request
Rename
Delete
Search...
Refresh
Properties
P.S.

- selecting folder is not supported.
- multiple files are supported (using Ctrl to select more than 1 file).
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2. Enter reason and select an approver.

Send Reguest u

Request Files

C:\ProtDir\JANT \test excel, xdsx

S

Requester =

I jant shen

Email of Requester *
Ijants @coworkshop, com

Request Reason

Please approval. -

Select Approver *

Approver M., | Email | Windows U... | Position | Rem

testeri@co. .. Win732en-... tester

3. After filling out the form, click "OK".

Then, a draft email will be created by using your default Mail client. Currently, we support Microsoft Office

Outlook, Outlook Express, and Windows Mail. An attachment named "SendFile.curtain2" will be

automatically attached to the draft email. User can simply click "Send" button to submit the request to the

selected approver.

F.e queszter:
jant shen

Eequest Files:
C:sProtDiri JANTYtest excel.xlax

Eequest Reazon:

Fleaze approwval.

endFile. curtaini
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Steps to approve/reject a Request:
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1. When approver receives the email, there is an attachment named "SendFile.curtain2". Approver can
double-click this attachment. Then, a dialog box will be shown with requester information and the reason
why he/she needs to get the file(s). The approve can decide to approve/reject the request.

ra

g Approval of sending file

===

Request Information -

Approver :ie ster (tester@coworkshop.com)
Requester |jant shen (jants@coworkshop.com)
Request Time 12014/06M1 104711

I Reguest Reason

File List
Allow All Ceny All
File Path Allow Deny |
[test excel xlsx ) (. -
F 3
Comment
&
O Cancel

t

The system will compare current Windows logon user to check approver's identity. If it is different from the

record, attachment "SendFile.curtain2" cannot be opened.
2. Select Allow or Deny, and write down the comment if any.

3. Click "OK" to confirm.

Then, a draft email will be created by using the default Mail client. If the Request is approved, an
attachment named "Approved.zip" will be automatically attached to the draft email. Approver can simply
click "Send" button to send the result to the requester. Since the document is already out of the Protected
Zone and not encrypted, requester can share it with external parties without the control of e-locker.

L

- Approwed. zip
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