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Data leakage incidents

Wednesday, May 28, 2008 Volume 1, Na 180 ¥

Cathay Pacific Says 9.4 Million Affected by
Data Breach

Airline's Five-Month Delay Before Public Disclosure Raises Concern
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Hong Kong-based airline Cathay Pacific says the personal details of 9.4 million passengers
were inappropriately accessed in March, a breach that was confirmed by the company in
early May but only publicly revealed on Wednesday.
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Security surveys

= More and more surveys show that Insider Threats are the
top source of security incidents

— 559% (Insiders) VS 45% (Outsiders)

= Insider breach should be

Malicious higher than 55%
(insiders)

External Attacks
(outsiders) = Because it is not easy to

discover insider copies
information to external
devices

Data From “IBM 2015 Cyber Security Intelligence Index” and the “IBM X-Force Threat Intelligence Quarterly - 2Q 2015.”
Source: https://securityintelligence.com/the-threat-is-coming-from-inside-the-network/
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Security challenges

It is hard to prevent
users taking photo/video
against computer's
screen by using mobile
phone when accessing
sensitive information
(e.g. personal
information, CCTV
footage, and etc)

= Due to COVID-19, more people work from home. Many
companies allow users to connect with company's network
through VPN. It increases the difficulty of preventing data leak
through screen
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Security challenges

= Online meeting is

another security
challenge. When people
need to show something
to meeting participants
(e.g. contracts, designs
and training materials)
during online meeting,

how to protect the information shown to participants?
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Curtain MonGuard - FREE!

Curtain MonGuard enables
watermarks with user information T\
showing on screen! : ”

CURTAIN

It gets user's attention
before they capture screen
and share the information

with other people!
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Self-defined content of screen-watermark

= Self-defined content of
screen-watermark

- Date / Time

- Computer name
- Username

- IP address

= Adjustable

- Font color / size / style

Spacing

Transparency

Refresh interval

Display mode (tile or center)

Settings

Settings Password Management

Assignment of Security Policy

Enable Text Watermark

Watermark Parameter

Color -
Font Arial v
Display Mode Tile v

Refresh Interval s

Horizontal Space

Vertical Space I

Transparency

Text Content

Advanced Settings

Font Style Hollow

Text Parameter

LDAP
Screen Watermark

v

Sensitive content on [HostName]
at [DateTime]

[DateTime]
[HostName]
[IP]
[UserName]

Apply
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Full screen-watermark OR specific applications
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- |

Recycle Bin®

Curtain202::

‘_'/'
-
2]

Qurtain
MonGuard =
A

| 52‘

MonGuard
elnstaller

L

MonGuard
SCreens: it

shieW ol dEe

¢ _ 1:27 pm
AN @& 7z ) ENG
& : aa 14/1/2021 %




e ———— ciocker NN
Full screen-watermark OR specific applications

Application Screen-watermark

|

Recycle Bin

Insert Page Layout Formulas Data
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Installer
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Supported applications

We cover over 200 applications. Please refer to our website for the full list.

Office Applications

Adobe Acrobat

Adobe Reader

Microsoft Word

Microsoft Excel

Microsoft PowerPoint

Microsoft Access

Microsoft Visio

Microsoft Project

Microsoft Office Picture Manager
Microsoft Internet Explorer
Notepad, WordPad, Paint
OpenOffice, WPS

7-zip, WinRAR

PDFill, CutePDF

Windows Picture and Fax Viewer
Windows Media Player

VLC media player

Kodak imaging for Windows
Google Chrome

CAD/CAM

AutoCAD
AutoCAD LT
Altium Designer
SolidWorks
SolidWorks Simulation
SolidWorks EPDM
3ds Max

3DVIA
DraftSight
eDrawings
Gerber AccuMark
JewelCAD
MasterCAM
PADS, CAXA

PTC Creo
Rhinoceros
Unigraphics NX
ZWCAD (%)

Graphics Design

Adobe Illustrator
Adobe Photoshop
CorelDRAW

Adobe After Effects
Adobe Lightroom

.\ Joffice

Adobe
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Screen-watermark by condition

= Screen-watermark can be enabled for specific period of time

\Guard Admi

i’,- Curtain MonG

File View Clients Policies Language Help

3

PEAHASE

e

=14 Administrator Manager
=% Client
¥ Online (0)
~% Offline (0)
-3 Not Protected (1)
=1%# User and Group
-3 User (5013)
-8 Group (136)
=% Policies (3)
¥ Default Policy (0)
~%+ Wait for assignment (0)
-+ Notebooks (0)

Name Dol

Notebooks

Screen Watermark Advanced Settings

Enable Screen Watermark
(O Full Screen Watermark

@ Application Screen Watermark Applications
Conditions
(O Aways Enable
(® Enable When
Name Type Description Add
Weekend Time )
| Modify
Modify Time Condition |
Remove
Type: Time
Name: ‘ Weekend |
Day: [“]Sun [ IMon []Tue [ |Wed [ |Thu [ ]Fri [v]Sat
Interval: : 00 : ~ :: 59 =
Description:
D |
Apply
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Control policies

Settings
Port Exception Share Exception Password Management
.. . Local Encrypted Drive File Operation Audit Database Send Re
n CO N t ro I po I ICles Can b e assi g N ed Settings ~ Server Information Network Drives Protection Port an

Watermarks LDAP Assignment of Security Policy

per Workstation OR User

Assignment of Security Policy

OAssigned by Computer

= Support both Domain and
Workgroup environment

LDAP
Enable LDAP
LDAP Server Address | dc.test.com| ]
= User/user group information can LoAP Server Port 389 |
be imported from Active Directory st O
through LDAP Use Secure LDAP Connection
LDAP Username | administrator ]

LDAP Password escscccee l
LDAP Search Base | dc=test, dc=com ]
LDAP Information Caching | 1 l Minutes

I Test connection
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Uninstall password for client

Client Password Management

= Admin can enable password

protection for uninstalling client Uninstall Password
program [ ]Password Protection
: :
= A unique password is generated Fle Vew Clents Poices Lsnguage tiep
in MonGuard Admin for each | N B S g\fﬁ 38 A
client. It prevents “universal B - E——

. . . ¥ online (3) v DE PR DefaultF
" e = udtn’l~rp|-,:
password” for uninstallation of Fofine3) ¥ m RQ” S R pefats
5 Not Protected (0) Sps
d I I C I lents =-/4# User and Group Force Update Patch
f + & User (5019) Online user record
i hef@ Group (136) =
= gp Policies (3) Refresh
- 4% Default Policy (0) Set Locat:on for Cﬁent Patch
--%% Wait for assignment (0) < ss

"\l Can't Delete (Clone Defa
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Password protection for admin

By default there is no password
needed for MonGuard Admin

For standalone PC, MonGuard
Admin and Client can be installed
on the same machine. It is
recommended to enable password
protection for Admin program for
preventing users to change control

policy

For enterprise customers, they can
create admin accounts and delegate
permissions to different admin
groups

Administrator Password Management

{_J Mo Password
GI Password Protection Reset Password

(@) Administrator Login ID

|:"¢ Administrator and Group
& Administrator (3)
:‘a Group (3)
| & Administrator Group (3)
& PolicyAdmin (0)
& LogAdmin (0)
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Basic components

= Curtain MonGuard Client ‘

When administrators want to
display watermark on screen in
user's computers, Curtain
MonGuard Client must be installed
in those computers.

Display
watarmark
on ECreEan
in usar's PC

= Curtain MonGuard Admin

Curtain MonGuard Admin is mainly
for administrators to define Curtain
control policies centrally. In general,
only one Curtain MonGuard Admin
is needed in a company.

MonGuard Admin
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System requirements

Curtain MonGuard Client ¥
= Intel Pentium or above processor

= WinXP/Vista/Server 2003 (32-bit)

= Win7/Win8/Win10/Server
2008/2012/2016/2019 (32/64-bit)

= 256MB RAM
= 200MB Hard Disk (in NTFS)
= TCP/IP network

Display
watarmark
on ECreEan
in usar's PC

Curtain MonGuard Admin £ -
= Intel Pentium or above processor MonGuard Admin

= WinXP/Vista/Server 2003 (32-bit)

= Win7/Win8/Win10/Server
2008/2012/2016/2019 (32/64-bit)

= 256MB RAM
= 200MB Hard Disk (in NTFS)
= TCP/IP network
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Product comparison

CURTAIN
e-locker

Curtain e-locker Curtain MonGuard - FREE Curtain MonGuard - Paid version
Price contact us FREE contact us
Objective All-round Data Loss Prevention Solution Prevent data leak through computer's screen | Prevent data leak through computer's screen
Control unauthorized saving / printing / sending file out o
Control unauthorized Print Screen / Copy-n-paste o
On-screen watermark J v v
« Self-defined content of screen-watermark < J v
- Static message v J v
- Date/Time o v o
- Computer name v W v
- Username o o
- IP address < v
« Full screen-watermark < J v
« Application screen-watermark o J o
+ Screen-watermark by condition o o o
Integration with Active Directory o o y
Password management < J v
Curtain Admin delegation o N Ny
Online/ Offline Protection o
Secure generation of PDF file o
Secure internal file sharing o
File / Print log o
Watermark for printout o
Snapshot for printout o
Approval for sending file out o
Copy-out with declaration o
Technical support o J
Software updates o Ny
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Secure self-developed systems

CURTAIN
e-locker

The software can be easily integrated with your own systems to secure
the information. Contact us for details!

I
o

7 o ® o x
4if) Curtain e-locker FAQ X -+ M" y T
% C @ Not secure | fag.coworkshop.com/coworksfiop/fg:nsf/(wCategory)?OpenVig
S e
4 Sales Order
FAQ .« 2
e Cushomer e CAR000 —Curtain eJocker
o Mare fravensessannsaan I
-EAQs by Category Contact Person =] = | v Save As (In Pratected Zones) !
- i == + - Cugtomer Ref. Mo,
60 [ isiintion cuide Previous "™®Next ® Expand *™ Collapse @ Search Local Currency = X Save HH"{WhEI’E
X send
FAQ » Question « 5
19 b Advanced Settings Contents ]. Logisties i Frint
12, 'p'Backend Systems 2 \Watermark for Printouts
L » Comparison ke T Barn . -
25 [> @i/t Bus/Zarvice Tyee X. Snapshot for Printouts
. R # [Iterm MNo. Ttem Drazcription Quandily | O ] |
56 b Curtain Client : v Print Screen
12 ) CurtainServer Plug-in 1 AGOO0YL 18M Infoprint 1312 s g =
15 ) Dats Leakage X Copy Content to Anywhere |
24.'¥ Data Recovery ® ;
2} Definitions Copy File to Anywhere
5 b Encryption
4 b Feature - Audit Trail -
5 b Feature- Basic
1 b Feature - Copy and Paste
#-b Feature - Copy Out
L) Feature - Encrypt Out 2L Jin Bogwrick Total Before Discount 250000 §
3 b Feature - Housekeeping Owerver Dizcount %,
2 b Feature - Qnline Offline Protection Freight =
L b Feature - Others Rodnding
2 - g
¥ Feature - Personal Local PD Tax 150.00 §
Total 265000 §
Foernarks
[ oK ] ] Cancal Copy Framn Copy To
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Awards “IT Excellence Award”
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=2~ EXCELLENCE et ma
IT Excellence Awards  IT Excellence Awards{SMEs) : precus i da
T H IT Excellence Awards (Post Secondary) SRS e s
Pt
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D i Curtain™ e-locker - File Right
Management System
Submitted by Cowoarkshop Sointions Ltd =

Curtain™ e-locker is a File Rights Management
system that prevents sensitive files from
leaking out of an organization. Curtain™
e-locker allows users to access and edit such

files by using native software such as MS - ASia FI naIiSt in the BeSt SeCU ”ty
Word, MS Excel, AutoCAD and SolidvWorks but e Of the GSC 20 10

prevents printing, saving as, or sending the
files to external sources such as floppies, USB

disk, CD-RRW or Internet mail. GLOBAL SECURITY
CHALLENGE
\
W/

® | Awards & Quality Certificates

i/ Great User \'
’ M ’ \‘f Experience \’

‘\20 /7 Award /" "\2017 Award /"

Awarded by FinancesOnline Awarded by FinancesOnling

Judges' Comments

"An interesting software solution, allowing files to be uploaded only
hack to the server or document management system they were
downloaded from."
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Partners

Over 100 resellers and partners around the world

Microsoft = Seminars and
u;: gk’é"?@‘)ﬁ ” ﬁi{’ Exhibitions
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This certifies that

Coworkshop Solutions

has successfully qualifie

as a partner of

Program

BUILT ON EXPRESS ADVANTAGE CERTIFICATE

CERTIFIED
for e Yeal ot 2008 Coworkshop Solutions Limited Solution
is now certified for a solution that is built on Express Advantage Partner

2
2S SOLIDWORKS

IBM China/Hong Kong

= SOLIDWORKS
Solution Partner
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About Coworkshop

= Coworkshop was established
in 2001.

= Office in Hong Kong and
ShenZhen

= Awarded in 2001 by Hong
Kong Science and Technology
Parks (HKSTP) to be a
member of the Incu-Tech
Program.

= Supported by the Hong Kong
Government - Innovation and
Technology Fund in the years
of 2003 and 2004.
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Download Now |

coworkshop.com/MonGuard
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Conclusion

Sensitive information can be leaked
out of the company without your
knowledge. When you know the
leakage, it is already too late.

ACT! Let’s protect your

;\w valuable information!!!
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Thank You

coworkshop.com



